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Stack-based buffer overflow in the runtime linker, Id.so.1, on Solaris 2.6 through 9 allows local users to gain root privileges
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Vendor Product Version Update Edition Language
Sun Solaris 2.6 All All All
Sun Solaris 7.0 All x86 All
Sun Solaris 8.0 All x86 All
Sun Solaris 9.0 All sparc All
Sun Solaris 9.0 All x86 All
Sun Solaris 2.6 All All All
Sun Solaris 7.0 All x86 All
Sun Solaris 8.0 All x86 All
Sun Solaris 9.0 All sparc All
Sun Solaris 9.0 All x86 All
Sun Sunos - All All All
Sun Sunos 5.7 All All All
Sun Sunos 5.8 All All All
Sun Sunos - All All All
Sun Sunos 5.7 All All All
Sun Sunos 5.8 All All All
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References

Reference Source
20030729 Solaris Id.so.1 buffer overflow BUGTRAQ
8722 OSvDB
iDEFENSE IDEFENSE
55680 SUNALERT
IBM X-Force Exchange XF
Repository / Oval Repository OVAL

CVE Program record CVE.ORG
NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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