VE-2003-0612

MITRE NVD CVE.ORG JSON API Print: PDF 1)

Source Priority

CVE-2003-0612

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2004-03-29 05:00:00 UTC

2017-07-11 01:29:00 UTC

Multiple buffer overflows in main.c for Crafty 19.3 allow local users to gain group "games" privileges via long command line

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Vendor Product Version Update Edition Language
Robert Hyatt Crafty 19.3 All All All
Robert Hyatt Crafty 19.3 All All All

References

Source

(Debian Issues Fix) Crafty Game Command Line Buffer Overflows May Let Local Users Gain Elevated Privileges - SecurityTracker SECTR/

404 Not Found CONFIR
IBM X-Force Exchange XF
#203541 - crafty.bin locally exploitable to gain gid 'games'. - Debian Bug report logs CONFIR
Crafty Game Command Line Buffer Overflows May Let Local Users Gain Elevated Privileges - SecurityTracker SECTR!/
Secunia - Advisories - Crafty Privilege Escalation Vulnerability SECUNI
IBM X-Force Exchange XF
SecurityFocus BUGTR;
Lim Unlimited Crafty Command Line Local Buffer Overflow Vulnerability BID
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NVD vulnerability detail NVD
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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