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AVNAGUAUNCPIPAP Certain versions of Epolicy Orchestrator from Mcafee contain the
’ following vulnerability:

Format string vulnerability in ePO service for McAfee ePolicy
Orchestrator 2.0, 2.5, and 2.5.1 allows remote attackers to execute
arbitrary code via a POST request with format strings in the
computerlist parameter, which are used when logging a failed name
resolution.

CVE-2003-0616 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

() ATSTAKE A073103-1

Not Archived

Network Associates Inc. () CONFIRM www.nai.com/us/promos/mcafee/epo_vulnerabilities.asp

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Mcafee Epolicy Orchestrator 2.0 All All All
Application Mcafee Epolicy Orchestrator 2.5 All All All
Application Mcafee Epolicy Orchestrator 25 sp1 All All
Application Mcafee Epolicy Orchestrator 2.5.1 All All All
Application Mcafee Epolicy Orchestrator 2.0 All All All
Application Mcafee Epolicy Orchestrator 2.5 All All All
Application Mcafee Epolicy Orchestrator 25 spil All All
Application Mcafee Epolicy Orchestrator 2.5.1 All All All

cpe:2.3:a:mcafee:epolicy_orchestrator:2.0:*:*:*:*:*:*:*:

akLk kR Lk ak k.

cpe:2.3:a:mcafee:epolicy_orchestrator:2.5:*:*:*:*:*:*:*:
cpe:2.3:a:mcafee:epolicy_orchestrator:2.5:sp1:*:*:*:*:*:*:
cpe:2.3:a:mcafee:epolicy_orchestrator:2.5.1:*:*:**:*:*:*:
cpe:2.3:a:mcafee:epolicy_orchestrator:2.0:*:*:*:*:*:*:*:

ARk kR Rk k.

cpe:2.3:a:mcafee:epolicy_orchestrator:2.5:*:*:*:*:*:*:*:

cpe:2.3:a:mcafee:epolicy_orchestrator:2.5.1:**:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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