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A "potential buffer overflow in ruleset parsing" for Sendmail 8.12.9, when using the nonstandard rulesets (1) recipient (2), fit
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
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Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Apple Mac Os X 10.2 All All All
Apple Mac Os X 10.2.1 All All All
Apple Mac Os X 10.2.2 All All All
Apple Mac Os X 10.2.3 All All All
Apple Mac Os X 10.2.4 All All All
Apple Mac Os X 10.2.5 All All All
Apple Mac Os X 10.2.6 All All All
Apple Mac Os X 10.2 All All All
Apple Mac Os X 10.2.1 All All All
Apple Mac Os X 10.2.2 All All All
Apple Mac Os X 10.2.3 All All All
Apple Mac Os X 10.2.4 All All All
Apple Mac Os X 10.2.5 All All All
Apple Mac Os X 10.2.6 All All All
Apple Mac Os X Server 10.2 All All All
Apple Mac Os X Server 10.2.1 All All All
Apple Mac Os X Server 10.2.2 All All All
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Applicaton sSenamail Senamail Switen 3.U.3 Al Al Al
Operating System Turbolinux Turbolinux Advanced Server 6.0 All All All
Operating System Turbolinux Turbolinux Advanced Server 6.0 All All All
Operating System Turbolinux Turbolinux Server 6.1 All All All
Operating System Turbolinux Turbolinux Server 6.5 All All All
Operating System Turbolinux Turbolinux Server 7.0 All All All
Operating System Turbolinux Turbolinux Server 8.0 All All All
Operating System Turbolinux Turbolinux Server 6.1 All All All
Operating System Turbolinux Turbolinux Server 6.5 All All All
Operating System Turbolinux Turbolinux Server 7.0 All All All
Operating System Turbolinux Turbolinux Server 8.0 All All All
Operating System Turbolinux Turbolinux Workstation 6.0 All All All
Operating System Turbolinux Turbolinux Workstation 7.0 All All All
Operating System Turbolinux Turbolinux Workstation 8.0 All All All
Operating System Turbolinux Turbolinux Workstation 6.0 All All All
Operating System Turbolinux Turbolinux Workstation 7.0 All All All
Operating System Turbolinux Turbolinux Workstation 8.0 All All All
Reference Source Link Tags
CERT/CC Vulnerability Note VU#108964 CERT-VN www.kb.cert.org US Governme
Home - Conectiva CONECTIVA distro.conectiva.com.br
Repository / Oval Repository OVAL oval.cisecurity.org
Mandriva Security Advisories MANDRAKE  www.mandriva.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

'[OpenPKG-SA-2003.041] OpenPKG Security Advisory (sendmail)' - MARC BUGTRAQ marc.info

Sendmail - 8.12 CONFIRM www.sendmail.org Patch

Debian -- Security Information -- DSA-384-1 sendmail DEBIAN www.debian.org

redhat.com | Red Hat Support REDHAT www.redhat.com

'GLSA: sendmail (200309-13)" - MARC BUGTRAQ marc.info

Repository / Oval Repository OVAL oval.cisecurity.org

Sendmail Ruleset Parsing Buffer Overflow Vulnerability BID www.securityfocus.com Vendor Advis(
CVE Program record CVE.ORG WWWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, an¢

/

No vendor comments have been submitted for this CVE.
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http://cve.report/software/turbolinux/turbolinux_workstation
http://www.kb.cert.org/vuls/id/108964
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000742
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A3606
http://www.mandriva.com/security/advisories?name=MDKSA-2003:092
https://exchange.xforce.ibmcloud.com/vulnerabilities/13216
http://marc.info/?l=bugtraq&m=106398718909274&w=2
http://www.sendmail.org/8.12.10.html
http://www.debian.org/security/2003/dsa-384
http://www.redhat.com/support/errata/RHSA-2003-283.html
http://marc.info/?l=bugtraq&m=106383437615742&w=2
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A595
http://www.securityfocus.com/bid/8649
https://www.cve.org/CVERecord?id=CVE-2003-0681
https://nvd.nist.gov/vuln/detail/CVE-2003-0681

There are currently no legacy QID mappings associated with this CVE.
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