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Summary

CVE CVE-2003-0682

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-10-06 04:00:00 UTC

Updated 2018-05-03 01:29:00 UTC

Description "Memory bugs" in OpenSSH 3.7.1 and earlier, with unknown impact, a different set of vulnerabilities than CVE-2003-0693 and CVE-2003-0695.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Openbsd Openssh All All All All

References

Reference Source Link Tags

redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

'[OpenPKG-SA-2003.040] OpenPKG Security Advisory (openssh)' - MARC BUGTRAQ marc.info

Repository / Oval Repository OVAL oval.cisecurity.org

Debian -- Security Information -- DSA-383-2 ssh-krb5 DEBIAN www.debian.org

Home - Conectiva CONECTIVA distro.conectiva.com.br

Debian -- Security Information -- DSA-382-3 ssh DEBIAN www.debian.org Patch, Vendor Advisory

'[RHSA-2003:279-01] Updated OpenSSH packages fix potential vulnerability' - MARC REDHAT marc.info

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-27 Joshua Bressers Not vulnerable. This flaw is fixed in Red Hat Enterprise Linux 2.1 via the errata RHSA-2003:280. This flaw is fixed in Red Hat Enterprise Linux 3 as a backported patch. The source RPM contains the patch openssh-3.6.1p2-owl-realloc.diff which resolved this flaw before Red Hat Enterprise Linux 3 GA. This flaw does not affect any subsequent versions of Red Hat Enterprise Linux.
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https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A446
http://www.debian.org/security/2003/dsa-383
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000741
http://www.debian.org/security/2003/dsa-382
http://marc.info/?l=bugtraq&m=106373546332230&w=2
https://www.cve.org/CVERecord?id=CVE-2003-0682
https://nvd.nist.gov/vuln/detail/CVE-2003-0682


There are currently no legacy QID mappings associated with this CVE.
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