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Buffer overflow in PAM SMB module (pam_smb) 1.1.6 and earlier, when authenticating to a remote service, allows remote .
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)
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Application
Application
Application
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Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Dave Airlie Pam Smb 1.1 All All All
Dave Airlie Pam Smb 1.1.1 All All All
Dave Airlie Pam Smb 1.1.2 All All All
Dave Airlie Pam Smb 1.1.3 All All All
Dave Airlie Pam Smb 1.1.4 All All All
Dave Airlie Pam Smb 1.1.5 All All All
Dave Airlie Pam Smb 1.1.6 All All All
Dave Airlie Pam Smb 2.0_rc4 All All All
Dave Airlie Pam Smb 1.1 All All All
Dave Airlie Pam Smb 1.1.1 All All All
Dave Airlie Pam Smb 1.1.2 All All All
Dave Airlie Pam Smb 1.1.3 All All All
Dave Airlie Pam Smb 1.1.4 All All All
Dave Airlie Pam Smb 1.15 All All All
Dave Airlie Pam Smb 1.1.6 All All All
Dave Airlie Pam Smb 2.0_rc4 All All All
Redhat Pam Smb 1.1.6-2 All i386 All
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Application Redhat Pam Smb 1.1.6-2 All ia64 All
Application Redhat Pam Smb 1.1.6-5 All i386 All
Application Redhat Pam Smb 1.1.6-7 All i386 All
Application Redhat Pam Smb 1.1.6-2 All i386 All
Application Redhat Pam Smb 1.1.6-2 All ia64 All
Application Redhat Pam Smb 1.1.6-5 All i386 All
Application Redhat Pam Smb 1.1.6-7 All i386 All
Reference Source Link Tags
Index of /samba/ftp/pam_smb CONFIRM us2.samba.org
rhn.redhat.com | Red Hat Support REDHAT www.redhat.com
Secunia - Advisories - pam_smb Password Buffer Overflow Vulnerability SECUNIA secunia.com
redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory
Home - Conectiva CONECTIVA distro.conectiva.com.br
404 Not Found TURBO www.turbolinux.com
Repository / Oval Repository OVAL oval.cisecurity.org
Debian -- Security Information -- DSA-374-1 libpam-smb DEBIAN www.debian.org Patch, Vendor Advisory
'GLSA: pam_smb (200309-01)' - MARC BUGTRAQ marc.info
CERT/CC Vulnerability Note VU#680260 CERT-VN www.kb.cert.org US Government Resourc
CVE Program record CVE.ORG WWW.Cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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