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CVE-2003-0690

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCICAC Certain versions of Kde from Kde contain the following vulnerability:

KDM in KDE 3.1.3 and earlier does not verify whether the pam_setcred
function call succeeds, which may allow attackers to gain root
privileges by triggering error conditions within PAM modules, as
demonstrated in certain configurations of the MIT pam_krb5 module.

CVE-2003-0690 has been assigned by [¥] cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity
Low (NN |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
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xfree86
tsxthitml|
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[suse-security] pam_krb5 & kdm: local root
compromise (or misconfiguration?)
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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cpe:2.3:0:kde:kde: 1.1

cpe:2.3:0:kdezkde: 1.1 1

cpe:2.3:0:kde:kde:1.1.2:

cpe:2.3:0:kde:kde:1.2:

cpe:2.3:0:kde:kde:2.0:

cpe:2.3:0:kde:kde:2.0. 1

cpe:2.3:0:kde:kde:2.1 xR

cpe:2.3:0:kde:kde:2.1. 1

cpe:2.3:0:kde:kde:2.1.2: %k

cpe:2.3:0:kde:kde:2.2:% ke

cpe:2.3:0:kde:kde:2.2.1 %77

cpe:2.3:0:kde:kde:2.2.2:% 77

cpe:2.3:0:kde:kde:3.0:

cpe:2.3:0:kde:kde:3.0. 1% 7

cpe:2.3:0:kde:kde:3.0.2:%: %

cpe:2.3:0:kde:kde:3.0.3:%: "

cpe:2.3:0:kde:kde:3.0.4:%: 7

cpe:2.3:0:kde:kde:3.0.5:%: 7

cpe:2.3:0:kde:kde:3.1.2:% "

cpe:2.3:0:kde:kde:3.1.3:*: "

cpe:2.3:0:kde:kde:1.1:

rna-2 2:nckdekdar] 1 15k tsss.
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cpe:2.3:0:kde:kde:1.1.2:

cpe:2.3:0:kde:kde:1.2:

cpe:2.3:0:kde:kde:2.0:*:

cpe:2.3:0:kde:kde:2.0. 1

cpe:2.3:0:kde:kde:2.1 xR

cpe:2.3:0:kde:kde:2.1. 1

cpe:2.3:0:kde:kde:2.1.2:

cpe:2.3:0:kde:kde:2.2:% ke

cpe:2.3:0:kde:kde:2.2. 1

cpe:2.3:0:kde:kde:2.2.2:% "7

cpe:2.3:0:kde:kde:3.0:

cpe:2.3:0:kde:kde:3.0.1 % "

cpe:2.3:0:kde:kde:3.0.2:% %%

cpe:2.3:0:kde:kde:3.0.3:% "7

cpe:2.3:0:kde:kde:3.0.4:% 77

cpe:2.3:0:kde:kde:3.0.5:%: %

cpe:2.3:0:kde:kde:3.1.2:%: "

cpe:2.3:0:kde:kde:3.1.3:*: "

No vendor comments have been submitted for this CVE
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