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Certain versions of Openssh from Openbsd contain the following
vulnerability:

A "buffer management error" in buffer_append_space of buffer.c for
OpenSSH before 3.7 may allow remote attackers to execute arbitrary
code by causing an incorrect amount of memory to be freed and
corrupting the heap, a different vulnerability than CVE-2003-0695.
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CVE References

Description Tags Link

No Description Provided sunsolve.sun.com

Inactive Link Not Archived

 SUNALERT 1000620

www.openssh.com

text/x-diff

 CONFIRM www.openssh.com/txt/buffer.adv

[Full-Disclosure] new ssh exploit? web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20030915 new ssh exploit?

Mandriva Security Advisories www.mandriva.com

text/html

 MANDRAKE MDKSA-2003:090

redhat.com | Red Hat Support www.redhat.com

text/html

 REDHAT RHSA-2003:280

CVE-2003-0693 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/
https://cve.report/CVE-2003-0693/mitre
https://cve.report/CVE-2003-0693/nist
https://cve.report/CVE-2003-0693/cve_org
https://cve.report/CVE-2003-693.pdf
http://cve.report/software/openbsd/openssh
http://cve.report/vendor/openbsd
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://sunsolve.sun.com/search/document.do?assetkey=1-77-1000620.1-1
https://cve.report/CVE-2003-0693/1aa4728a
https://web.archive.org/web/2003/http://lists.grok.org.uk/pipermail/full-disclosure/2003-September/010103.html
http://www.mandriva.com/security/advisories?name=MDKSA-2003:090
http://www.redhat.com/support/errata/RHSA-2003-280.html


'[OpenPKG-SA-2003.040] OpenPKG Security Advisory
(openssh)' - MARC

marc.info

text/html

 BUGTRAQ 20030917 [OpenPKG-SA-2003.040]
OpenPKG Security Advisory (openssh)

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:2719

CERT/CC Vulnerability Note VU#333628 Patch

Third Party Advisory

US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#333628

Debian -- Security Information -- DSA-383-2 ssh-krb5 www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-383

'[slackware-security] OpenSSH Security Advisory
(SSA:2003-259-01)' - MARC

marc.info

text/html

 BUGTRAQ 20030916 [slackware-security]
OpenSSH Security Advisory (SSA:2003-259-01)

'OpenSSH Buffer Management Bug Advisory' - MARC marc.info

text/x-diff

 BUGTRAQ 20030916 OpenSSH Buffer
Management Bug Advisory

Debian -- Security Information -- DSA-382-3 ssh www.debian.org

Depreciated Link

text/html

 DEBIAN DSA-382

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF openssh-packet-bo(13191)

[Full-Disclosure] The lowdown on SSH vulnerability web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20030916 The lowdown on SSH
vulnerability

'TSLSA-2003-0033 - openssh' - MARC marc.info

text/html

 TRUSTIX 2003-0033

'[RHSA-2003:279-01] Updated OpenSSH packages fix
potential vulnerability' - MARC

marc.info

text/html

 REDHAT RHSA-2003:279

CERT Advisory CA-2003-24 Buffer Management
Vulnerability in OpenSSH

US Government Resource

www.cert.org

text/html

 CERT CA-2003-24

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:447

[Full-Disclosure] openssh remote exploit web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20030915 openssh remote exploit

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Openbsd Openssh All All All All

cpe:2.3:a:openbsd:openssh:*:*:*:*:*:*:*:*:

http://marc.info/?l=bugtraq&m=106381409220492&w=2
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A2719
http://www.kb.cert.org/vuls/id/333628
http://www.debian.org/security/2003/dsa-383
http://marc.info/?l=bugtraq&m=106374466212309&w=2
https://cve.report/CVE-2003-0693/b860674d
http://www.debian.org/security/2003/dsa-382
https://exchange.xforce.ibmcloud.com/vulnerabilities/13191
https://web.archive.org/web/2003/http://lists.grok.org.uk/pipermail/full-disclosure/2003-September/010146.html
http://marc.info/?l=bugtraq&m=106381396120332&w=2
http://marc.info/?l=bugtraq&m=106373546332230&w=2
http://www.cert.org/advisories/CA-2003-24.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A447
https://web.archive.org/web/2003/http://lists.grok.org.uk/pipermail/full-disclosure/2003-September/010135.html
mailto:%20comment@cve.report
http://cve.report/vendor/openbsd
http://cve.report/software/openbsd/openssh
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