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Summary

CVE CVE-2003-0694

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-10-06 04:00:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description The prescan function in Sendmail 8.12.9 allows remote attackers to execute arbitrary code via buffer overflow attacks, as demonstrated using the parseaddr function in parseaddr.c.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Apple Mac Os X 10.2 All All All

Operating System Apple Mac Os X 10.2.1 All All All

Operating System Apple Mac Os X 10.2.2 All All All

Operating System Apple Mac Os X 10.2.3 All All All

Operating System Apple Mac Os X 10.2.4 All All All

Operating System Apple Mac Os X 10.2.5 All All All

Operating System Apple Mac Os X 10.2.6 All All All

Operating System Apple Mac Os X 10.2 All All All

Operating System Apple Mac Os X 10.2.1 All All All

Operating System Apple Mac Os X 10.2.2 All All All

Operating System Apple Mac Os X 10.2.3 All All All

Operating System Apple Mac Os X 10.2.4 All All All

Operating System Apple Mac Os X 10.2.5 All All All

Operating System Apple Mac Os X 10.2.6 All All All

Operating System Apple Mac Os X Server 10.2 All All All

Operating System Apple Mac Os X Server 10.2.1 All All All

Operating System Apple Mac Os X Server 10.2.2 All All All
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Operating System Apple Mac Os X Server 10.2.2 All All All

Operating System Apple Mac Os X Server 10.2.3 All All All

Operating System Apple Mac Os X Server 10.2.4 All All All

Operating System Apple Mac Os X Server 10.2.5 All All All

Operating System Apple Mac Os X Server 10.2.6 All All All

Operating System Apple Mac Os X Server 10.2 All All All

Operating System Apple Mac Os X Server 10.2.1 All All All

Operating System Apple Mac Os X Server 10.2.2 All All All

Operating System Apple Mac Os X Server 10.2.3 All All All

Operating System Apple Mac Os X Server 10.2.4 All All All

Operating System Apple Mac Os X Server 10.2.5 All All All

Operating System Apple Mac Os X Server 10.2.6 All All All

Operating System Compaq Tru64 4.0f All All All

Operating System Compaq Tru64 4.0f_pk6_bl17 All All All

Operating System Compaq Tru64 4.0f_pk7_bl18 All All All

Operating System Compaq Tru64 4.0f_pk8_bl22 All All All

Operating System Compaq Tru64 4.0g All All All

Operating System Compaq Tru64 4.0g_pk3_bl17 All All All

Operating System Compaq Tru64 4.0g_pk4_bl22 All All All

Operating System Compaq Tru64 5.1 All All All

Operating System Compaq Tru64 5.1a All All All

Operating System Compaq Tru64 5.1a_pk1_bl1 All All All

Operating System Compaq Tru64 5.1a_pk2_bl2 All All All

Operating System Compaq Tru64 5.1a_pk3_bl3 All All All

Operating System Compaq Tru64 5.1a_pk4_bl21 All All All

Operating System Compaq Tru64 5.1a_pk5_bl23 All All All

Operating System Compaq Tru64 5.1b All All All

Operating System Compaq Tru64 5.1b_pk1_bl1 All All All

Operating System Compaq Tru64 5.1b_pk2_bl22 All All All

Operating System Compaq Tru64 5.1_pk3_bl17 All All All

Operating System Compaq Tru64 5.1_pk4_bl18 All All All

Operating System Compaq Tru64 5.1_pk5_bl19 All All All

Operating System Compaq Tru64 5.1_pk6_bl20 All All All

Operating System Compaq Tru64 4.0f All All All

Operating System Compaq Tru64 4.0f_pk6_bl17 All All All

Operating System Compaq Tru64 4.0f_pk7_bl18 All All All
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Operating System Compaq Tru64 4.0f_pk8_bl22 All All All

Operating System Compaq Tru64 4.0g All All All

Operating System Compaq Tru64 4.0g_pk3_bl17 All All All

Operating System Compaq Tru64 4.0g_pk4_bl22 All All All

Operating System Compaq Tru64 5.1 All All All

Operating System Compaq Tru64 5.1a All All All

Operating System Compaq Tru64 5.1a_pk1_bl1 All All All

Operating System Compaq Tru64 5.1a_pk2_bl2 All All All

Operating System Compaq Tru64 5.1a_pk3_bl3 All All All

Operating System Compaq Tru64 5.1a_pk4_bl21 All All All

Operating System Compaq Tru64 5.1a_pk5_bl23 All All All

Operating System Compaq Tru64 5.1b All All All

Operating System Compaq Tru64 5.1b_pk1_bl1 All All All

Operating System Compaq Tru64 5.1b_pk2_bl22 All All All

Operating System Compaq Tru64 5.1_pk3_bl17 All All All

Operating System Compaq Tru64 5.1_pk4_bl18 All All All

Operating System Compaq Tru64 5.1_pk5_bl19 All All All

Operating System Compaq Tru64 5.1_pk6_bl20 All All All

Operating System Freebsd Freebsd 3.0 releng All All

Operating System Freebsd Freebsd 4.0 releng All All

Operating System Freebsd Freebsd 4.3 release_p38 All All

Operating System Freebsd Freebsd 4.3 releng All All

Operating System Freebsd Freebsd 4.4 release_p42 All All

Operating System Freebsd Freebsd 4.4 releng All All

Operating System Freebsd Freebsd 4.5 release_p32 All All

Operating System Freebsd Freebsd 4.5 releng All All

Operating System Freebsd Freebsd 4.6 release_p20 All All

Operating System Freebsd Freebsd 4.6 releng All All

Operating System Freebsd Freebsd 4.7 release_p17 All All

Operating System Freebsd Freebsd 4.7 releng All All

Operating System Freebsd Freebsd 4.8 release_p6 All All

Operating System Freebsd Freebsd 4.8 releng All All

Operating System Freebsd Freebsd 4.9 pre-release All All

Operating System Freebsd Freebsd 5.0 release_p14 All All

Operating System Freebsd Freebsd 5.0 releng All All

Operating System Freebsd Freebsd 5.1 release_p5 All All
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Operating System Freebsd Freebsd 5.1 release_p5 All All

Operating System Freebsd Freebsd 5.1 releng All All

Operating System Freebsd Freebsd 3.0 releng All All

Operating System Freebsd Freebsd 4.0 releng All All

Operating System Freebsd Freebsd 4.3 release_p38 All All

Operating System Freebsd Freebsd 4.3 releng All All

Operating System Freebsd Freebsd 4.4 release_p42 All All

Operating System Freebsd Freebsd 4.4 releng All All

Operating System Freebsd Freebsd 4.5 release_p32 All All

Operating System Freebsd Freebsd 4.5 releng All All

Operating System Freebsd Freebsd 4.6 release_p20 All All

Operating System Freebsd Freebsd 4.6 releng All All

Operating System Freebsd Freebsd 4.7 release_p17 All All

Operating System Freebsd Freebsd 4.7 releng All All

Operating System Freebsd Freebsd 4.8 release_p6 All All

Operating System Freebsd Freebsd 4.8 releng All All

Operating System Freebsd Freebsd 4.9 pre-release All All

Operating System Freebsd Freebsd 5.0 release_p14 All All

Operating System Freebsd Freebsd 5.0 releng All All

Operating System Freebsd Freebsd 5.1 release_p5 All All

Operating System Freebsd Freebsd 5.1 releng All All

Operating System Gentoo Linux 0.5 All All All

Operating System Gentoo Linux 0.7 All All All

Operating System Gentoo Linux 1.1a All All All

Operating System Gentoo Linux 1.2 All All All

Operating System Gentoo Linux 1.4 rc1 All All

Operating System Gentoo Linux 1.4 rc2 All All

Operating System Gentoo Linux 1.4 rc3 All All

Operating System Gentoo Linux 0.5 All All All

Operating System Gentoo Linux 0.7 All All All

Operating System Gentoo Linux 1.1a All All All

Operating System Gentoo Linux 1.2 All All All

Operating System Gentoo Linux 1.4 rc1 All All

Operating System Gentoo Linux 1.4 rc2 All All

Operating System Gentoo Linux 1.4 rc3 All All

Operating System Hp Hp-ux 11.0.4 All All All
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Operating System Hp Hp-ux 11.00 All All All

Operating System Hp Hp-ux 11.11 All All All

Operating System Hp Hp-ux 11.22 All All All

Operating System Hp Hp-ux 11.0.4 All All All

Operating System Hp Hp-ux 11.00 All All All

Operating System Hp Hp-ux 11.11 All All All

Operating System Hp Hp-ux 11.22 All All All

Operating System Ibm Aix 4.3.3 All All All

Operating System Ibm Aix 5.1 All All All

Operating System Ibm Aix 5.2 All All All

Operating System Ibm Aix 4.3.3 All All All

Operating System Ibm Aix 5.1 All All All

Operating System Ibm Aix 5.2 All All All

Operating System Netbsd Netbsd 1.4.3 All All All

Operating System Netbsd Netbsd 1.5 All All All

Operating System Netbsd Netbsd 1.5 All sh3 All

Operating System Netbsd Netbsd 1.5 All x86 All

Operating System Netbsd Netbsd 1.5.1 All All All

Operating System Netbsd Netbsd 1.5.2 All All All

Operating System Netbsd Netbsd 1.5.3 All All All

Operating System Netbsd Netbsd 1.6 All All All

Operating System Netbsd Netbsd 1.6 beta All All

Operating System Netbsd Netbsd 1.6.1 All All All

Operating System Netbsd Netbsd 1.4.3 All All All

Operating System Netbsd Netbsd 1.5 All All All

Operating System Netbsd Netbsd 1.5 All sh3 All

Operating System Netbsd Netbsd 1.5 All x86 All

Operating System Netbsd Netbsd 1.5.1 All All All

Operating System Netbsd Netbsd 1.5.2 All All All

Operating System Netbsd Netbsd 1.5.3 All All All

Operating System Netbsd Netbsd 1.6 All All All

Operating System Netbsd Netbsd 1.6 beta All All

Operating System Netbsd Netbsd 1.6.1 All All All

Application Sendmail Advanced Message Server 1.2 All All All

Application Sendmail Advanced Message Server 1.3 All All All
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Application Sendmail Advanced Message Server 1.2 All All All

Application Sendmail Advanced Message Server 1.3 All All All

Application Sendmail Sendmail 2.6 All All All

Application Sendmail Sendmail 2.6.1 All All All

Application Sendmail Sendmail 2.6.2 All All All

Application Sendmail Sendmail 3.0 All All All

Application Sendmail Sendmail 3.0.1 All All All

Application Sendmail Sendmail 3.0.2 All All All

Application Sendmail Sendmail 3.0.3 All All All

Application Sendmail Sendmail 8.10 All All All

Application Sendmail Sendmail 8.10.1 All All All

Application Sendmail Sendmail 8.10.2 All All All

Application Sendmail Sendmail 8.11.0 All All All

Application Sendmail Sendmail 8.11.1 All All All

Application Sendmail Sendmail 8.11.2 All All All

Application Sendmail Sendmail 8.11.3 All All All

Application Sendmail Sendmail 8.11.4 All All All

Application Sendmail Sendmail 8.11.5 All All All

Application Sendmail Sendmail 8.11.6 All All All

Application Sendmail Sendmail 8.12 beta10 All All

Application Sendmail Sendmail 8.12 beta12 All All

Application Sendmail Sendmail 8.12 beta16 All All

Application Sendmail Sendmail 8.12 beta5 All All

Application Sendmail Sendmail 8.12 beta7 All All

Application Sendmail Sendmail 8.12.0 All All All

Application Sendmail Sendmail 8.12.1 All All All

Application Sendmail Sendmail 8.12.2 All All All

Application Sendmail Sendmail 8.12.3 All All All

Application Sendmail Sendmail 8.12.4 All All All

Application Sendmail Sendmail 8.12.5 All All All

Application Sendmail Sendmail 8.12.6 All All All

Application Sendmail Sendmail 8.12.7 All All All

Application Sendmail Sendmail 8.12.8 All All All

Application Sendmail Sendmail 8.12.9 All All All

Application Sendmail Sendmail 8.8.8 All All All

Application Sendmail Sendmail 8.9.0 All All All
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Application Sendmail Sendmail 8.9.0 All All All

Application Sendmail Sendmail 8.9.1 All All All

Application Sendmail Sendmail 8.9.2 All All All

Application Sendmail Sendmail 8.9.3 All All All

Application Sendmail Sendmail 2.6 All All All

Application Sendmail Sendmail 2.6.1 All All All

Application Sendmail Sendmail 2.6.2 All All All

Application Sendmail Sendmail 3.0 All All All

Application Sendmail Sendmail 3.0.1 All All All

Application Sendmail Sendmail 3.0.2 All All All

Application Sendmail Sendmail 3.0.3 All All All

Application Sendmail Sendmail 8.10 All All All

Application Sendmail Sendmail 8.10.1 All All All

Application Sendmail Sendmail 8.10.2 All All All

Application Sendmail Sendmail 8.11.0 All All All

Application Sendmail Sendmail 8.11.1 All All All

Application Sendmail Sendmail 8.11.2 All All All

Application Sendmail Sendmail 8.11.3 All All All

Application Sendmail Sendmail 8.11.4 All All All

Application Sendmail Sendmail 8.11.5 All All All

Application Sendmail Sendmail 8.11.6 All All All

Application Sendmail Sendmail 8.12 beta10 All All

Application Sendmail Sendmail 8.12 beta12 All All

Application Sendmail Sendmail 8.12 beta16 All All

Application Sendmail Sendmail 8.12 beta5 All All

Application Sendmail Sendmail 8.12 beta7 All All

Application Sendmail Sendmail 8.12.0 All All All

Application Sendmail Sendmail 8.12.1 All All All

Application Sendmail Sendmail 8.12.2 All All All

Application Sendmail Sendmail 8.12.3 All All All

Application Sendmail Sendmail 8.12.4 All All All

Application Sendmail Sendmail 8.12.5 All All All

Application Sendmail Sendmail 8.12.6 All All All

Application Sendmail Sendmail 8.12.7 All All All

Application Sendmail Sendmail 8.12.8 All All All

Application Sendmail Sendmail 8.12.9 All All All
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Application Sendmail Sendmail 8.8.8 All All All

Application Sendmail Sendmail 8.9.0 All All All

Application Sendmail Sendmail 8.9.1 All All All

Application Sendmail Sendmail 8.9.2 All All All

Application Sendmail Sendmail 8.9.3 All All All

Application Sendmail Sendmail Pro 8.9.2 All All All

Application Sendmail Sendmail Pro 8.9.3 All All All

Application Sendmail Sendmail Pro 8.9.2 All All All

Application Sendmail Sendmail Pro 8.9.3 All All All

Application Sendmail Sendmail Switch 2.1 All All All

Application Sendmail Sendmail Switch 2.1.1 All All All

Application Sendmail Sendmail Switch 2.1.2 All All All

Application Sendmail Sendmail Switch 2.1.3 All All All

Application Sendmail Sendmail Switch 2.1.4 All All All

Application Sendmail Sendmail Switch 2.1.5 All All All

Application Sendmail Sendmail Switch 2.2 All All All

Application Sendmail Sendmail Switch 2.2.1 All All All

Application Sendmail Sendmail Switch 2.2.2 All All All

Application Sendmail Sendmail Switch 2.2.3 All All All

Application Sendmail Sendmail Switch 2.2.4 All All All

Application Sendmail Sendmail Switch 2.2.5 All All All

Application Sendmail Sendmail Switch 3.0 All All All

Application Sendmail Sendmail Switch 3.0.1 All All All

Application Sendmail Sendmail Switch 3.0.2 All All All

Application Sendmail Sendmail Switch 3.0.3 All All All

Application Sendmail Sendmail Switch 2.1 All All All

Application Sendmail Sendmail Switch 2.1.1 All All All

Application Sendmail Sendmail Switch 2.1.2 All All All

Application Sendmail Sendmail Switch 2.1.3 All All All

Application Sendmail Sendmail Switch 2.1.4 All All All

Application Sendmail Sendmail Switch 2.1.5 All All All

Application Sendmail Sendmail Switch 2.2 All All All

Application Sendmail Sendmail Switch 2.2.1 All All All

Application Sendmail Sendmail Switch 2.2.2 All All All

Application Sendmail Sendmail Switch 2.2.3 All All All
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Application Sendmail Sendmail Switch 2.2.4 All All All

Application Sendmail Sendmail Switch 2.2.5 All All All

Application Sendmail Sendmail Switch 3.0 All All All

Application Sendmail Sendmail Switch 3.0.1 All All All

Application Sendmail Sendmail Switch 3.0.2 All All All

Application Sendmail Sendmail Switch 3.0.3 All All All

Operating System Sgi Irix 6.5.15 All All All

Operating System Sgi Irix 6.5.16 All All All

Operating System Sgi Irix 6.5.17f All All All

Operating System Sgi Irix 6.5.17m All All All

Operating System Sgi Irix 6.5.18f All All All

Operating System Sgi Irix 6.5.18m All All All

Operating System Sgi Irix 6.5.19f All All All

Operating System Sgi Irix 6.5.19m All All All

Operating System Sgi Irix 6.5.20f All All All

Operating System Sgi Irix 6.5.20m All All All

Operating System Sgi Irix 6.5.21f All All All

Operating System Sgi Irix 6.5.21m All All All

Operating System Sgi Irix 6.5.15 All All All

Operating System Sgi Irix 6.5.16 All All All

Operating System Sgi Irix 6.5.17f All All All

Operating System Sgi Irix 6.5.17m All All All

Operating System Sgi Irix 6.5.18f All All All

Operating System Sgi Irix 6.5.18m All All All

Operating System Sgi Irix 6.5.19f All All All

Operating System Sgi Irix 6.5.19m All All All

Operating System Sgi Irix 6.5.20f All All All

Operating System Sgi Irix 6.5.20m All All All

Operating System Sgi Irix 6.5.21f All All All

Operating System Sgi Irix 6.5.21m All All All

Operating System Sun Solaris 2.6 All All All

Operating System Sun Solaris 7.0 All x86 All

Operating System Sun Solaris 8.0 All x86 All

Operating System Sun Solaris 9.0 All sparc All

Operating System Sun Solaris 9.0 All x86 All

Operating System Sun Solaris 2.6 All All All
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Operating System Sun Solaris 2.6 All All All

Operating System Sun Solaris 7.0 All x86 All

Operating System Sun Solaris 8.0 All x86 All

Operating System Sun Solaris 9.0 All sparc All

Operating System Sun Solaris 9.0 All x86 All

Operating System Sun Sunos - All All All

Operating System Sun Sunos 5.7 All All All

Operating System Sun Sunos 5.8 All All All

Operating System Sun Sunos - All All All

Operating System Sun Sunos 5.7 All All All

Operating System Sun Sunos 5.8 All All All

Operating System Turbolinux Turbolinux Advanced Server 6.0 All All All

Operating System Turbolinux Turbolinux Advanced Server 6.0 All All All

Operating System Turbolinux Turbolinux Server 6.1 All All All

Operating System Turbolinux Turbolinux Server 6.5 All All All

Operating System Turbolinux Turbolinux Server 7.0 All All All

Operating System Turbolinux Turbolinux Server 8.0 All All All

Operating System Turbolinux Turbolinux Server 6.1 All All All

Operating System Turbolinux Turbolinux Server 6.5 All All All

Operating System Turbolinux Turbolinux Server 7.0 All All All

Operating System Turbolinux Turbolinux Server 8.0 All All All

Operating System Turbolinux Turbolinux Workstation 6.0 All All All

Operating System Turbolinux Turbolinux Workstation 7.0 All All All

Operating System Turbolinux Turbolinux Workstation 8.0 All All All

Operating System Turbolinux Turbolinux Workstation 6.0 All All All

Operating System Turbolinux Turbolinux Workstation 7.0 All All All

Operating System Turbolinux Turbolinux Workstation 8.0 All All All
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'GLSA: sendmail (200309-13)' - MARC BUGTRAQ

CERT/CC Vulnerability Note VU#784980 CERT-VN

Repository / Oval Repository OVAL

SCOSA-2004.11 SCO

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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