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Summary

CVE CVE-2003-0721

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-09-17 04:00:00 UTC

Updated 2018-05-03 01:29:00 UTC

Description Integer signedness error in rfc2231_get_param from strings.c in PINE before 4.58 allows remote attackers to execute arbitrary code via an email that causes an out-of-bounds array access using a negative number.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application University Of Washington Pine 3.98 All All All

Application University Of Washington Pine 4.0.2 All All All

Application University Of Washington Pine 4.0.4 All All All

Application University Of Washington Pine 4.10 All All All

Application University Of Washington Pine 4.20 All All All

Application University Of Washington Pine 4.21 All All All

Application University Of Washington Pine 4.30 All All All

Application University Of Washington Pine 4.33 All All All

Application University Of Washington Pine 4.44 All All All

Application University Of Washington Pine 4.50 All All All

Application University Of Washington Pine 4.52 All All All

Application University Of Washington Pine 4.53 All All All

Application University Of Washington Pine 4.56 All All All

Application University Of Washington Pine 3.98 All All All

Application University Of Washington Pine 4.0.2 All All All

Application University Of Washington Pine 4.0.4 All All All

Application University Of Washington Pine 4.10 All All All
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Application University Of Washington Pine 4.10 All All All

Application University Of Washington Pine 4.20 All All All

Application University Of Washington Pine 4.21 All All All

Application University Of Washington Pine 4.30 All All All

Application University Of Washington Pine 4.33 All All All

Application University Of Washington Pine 4.44 All All All

Application University Of Washington Pine 4.50 All All All

Application University Of Washington Pine 4.52 All All All

Application University Of Washington Pine 4.53 All All All

Application University Of Washington Pine 4.56 All All All

References

Reference Source Link Tags

'[slackware-security] security issues in pine (SSA:2003-253-01)' - MARC BUGTRAQ marc.info

'remote Pine <= 4.56 exploit fully automatic' - MARC BUGTRAQ marc.info

iDEFENSE IDEFENSE www.idefense.com Exploit, Patch, Vendor Advisory

redhat.com | Red Hat Support REDHAT www.redhat.com

Repository / Oval Repository OVAL oval.cisecurity.org

redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

[Full-Disclosure] Pine: .procmailrc rule against integer overflow FULLDISC lists.grok.org.uk

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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