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Summary

CVE CVE-2003-0730

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-10-20 04:00:00 UTC

Updated 2016-10-18 02:36:00 UTC

Description Multiple integer overflows in the font libraries for XFree86 4.3.0 allow local or remote attackers to cause a denial of service or execute arbitrary code via heap-based and stack-based buffer overflow attacks.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Netbsd Netbsd 1.5 All All All

Operating System Netbsd Netbsd 1.5.1 All All All

Operating System Netbsd Netbsd 1.5.2 All All All

Operating System Netbsd Netbsd 1.5.3 All All All

Operating System Netbsd Netbsd 1.6 All All All

Operating System Netbsd Netbsd 1.6.1 All All All

Operating System Netbsd Netbsd 1.5 All All All

Operating System Netbsd Netbsd 1.5.1 All All All

Operating System Netbsd Netbsd 1.5.2 All All All

Operating System Netbsd Netbsd 1.5.3 All All All

Operating System Netbsd Netbsd 1.6 All All All

Operating System Netbsd Netbsd 1.6.1 All All All

Application Xfree86 Project X11r6 4.2.1 All All All

Application Xfree86 Project X11r6 4.3.0 All All All

Application Xfree86 Project X11r6 4.2.1 All All All

Application Xfree86 Project X11r6 4.3.0 All All All
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References

Reference Source Link

Advisories - Mandriva MANDRAKE www.mandriva.com

redhat.com | Red Hat Support REDHAT www.redhat.com

redhat.com | Red Hat Support REDHAT www.redhat.com

NetBSD-SA2003-015 NETBSD ftp.netbsd.org

ASA-2007-074 (SUN 102803) CONFIRM support.avaya.com

Avaya CMS xfs / X Render and DBE Extensions Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

20031101-01-U SGI patches.sgi.com

Debian -- Security Information -- DSA-380-1 xfree86 DEBIAN www.debian.org

'Multiple integer overflows in XFree86 (local/remote)' - MARC BUGTRAQ marc.info

Webmail - OVH VUPEN www.vupen.com

Support REDHAT www.redhat.com

Sun Solaris X Font Server / X Render and DBE Extensions Vulnerabilities - Advisories - Secunia SECUNIA secunia.com

XFree86 Multiple Unspecified Integer Overflow Vulnerabilities BID www.securityfocus.com

redhat.com | Red Hat Support REDHAT www.redhat.com

Home - Conectiva CONECTIVA distro.conectiva.com.br

#102803: Multiple Integer Overflow Vulnerabilities in the X Font Server (xfs(1)) and the X Render and DBE Extensions SUNALERT sunsolve.sun.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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