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Summary

CVE CVE-2003-0731

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-10-20 04:00:00 UTC

Updated 2008-09-10 19:20:00 UTC

Description CiscoWorks Common Management Foundation (CMF) 2.1 and earlier allows the guest user to gain administrative privileges via a certain POST request to com.cisco.nm.cmf.servlet.CsAuthServlet, possibly involving the "cmd" parameter with a modifyUser value and a modified "priviledges" parameter.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Cisco Ciscoworks Cd1 1st All All All

Operating System Cisco Ciscoworks Cd1 2nd All All All

Operating System Cisco Ciscoworks Cd1 3rd All All All

Operating System Cisco Ciscoworks Cd1 4th All All All

Operating System Cisco Ciscoworks Cd1 5th All All All

Operating System Cisco Ciscoworks Cd1 1st All All All

Operating System Cisco Ciscoworks Cd1 2nd All All All

Operating System Cisco Ciscoworks Cd1 3rd All All All

Operating System Cisco Ciscoworks Cd1 4th All All All

Operating System Cisco Ciscoworks Cd1 5th All All All

Application Cisco Ciscoworks Common Management Foundation 2.0 All All All

Application Cisco Ciscoworks Common Management Foundation 2.1 All All All

Application Cisco Ciscoworks Common Management Foundation 2.0 All All All

Application Cisco Ciscoworks Common Management Foundation 2.1 All All All

Application Cisco Resource Manager 1.0 All All All

Application Cisco Resource Manager 1.1 All All All

Application Cisco Resource Manager 1.0 All All All
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Application Cisco Resource Manager 1.0 All All All

Application Cisco Resource Manager 1.1 All All All

Application Cisco Resource Manager Essentials 2.0 All All All

Application Cisco Resource Manager Essentials 2.1 All All All

Application Cisco Resource Manager Essentials 2.2 All All All

Application Cisco Resource Manager Essentials 2.0 All All All

Application Cisco Resource Manager Essentials 2.1 All All All

Application Cisco Resource Manager Essentials 2.2 All All All

References

Reference Source Link Tags

SecurityFocus BUGTRAQ www.securityfocus.com Exploit, Vendor Advisory

Cisco - Networking, Cloud, and Cybersecurity Solutions CISCO www.cisco.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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