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Summary

CVE CVE-2003-0740

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-10-20 04:00:00 UTC

Updated 2016-10-18 02:37:00 UTC

Description Stunnel 4.00, and 3.24 and earlier, leaks a privileged file descriptor returned by listen(), which allows local users to hijack the Stunnel server.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Stunnel Stunnel 3.10 All All All

Application Stunnel Stunnel 3.11 All All All

Application Stunnel Stunnel 3.12 All All All

Application Stunnel Stunnel 3.13 All All All

Application Stunnel Stunnel 3.14 All All All

Application Stunnel Stunnel 3.15 All All All

Application Stunnel Stunnel 3.16 All All All

Application Stunnel Stunnel 3.17 All All All

Application Stunnel Stunnel 3.18 All All All

Application Stunnel Stunnel 3.19 All All All

Application Stunnel Stunnel 3.20 All All All

Application Stunnel Stunnel 3.21 All All All

Application Stunnel Stunnel 3.21a All All All

Application Stunnel Stunnel 3.21b All All All

Application Stunnel Stunnel 3.21c All All All

Application Stunnel Stunnel 3.22 All All All

Application Stunnel Stunnel 3.24 All All All
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Application Stunnel Stunnel 3.24 All All All

Application Stunnel Stunnel 3.3 All All All

Application Stunnel Stunnel 3.4a All All All

Application Stunnel Stunnel 3.7 All All All

Application Stunnel Stunnel 3.8 All All All

Application Stunnel Stunnel 3.9 All All All

Application Stunnel Stunnel 4.0 All All All

Application Stunnel Stunnel 3.10 All All All

Application Stunnel Stunnel 3.11 All All All

Application Stunnel Stunnel 3.12 All All All

Application Stunnel Stunnel 3.13 All All All

Application Stunnel Stunnel 3.14 All All All

Application Stunnel Stunnel 3.15 All All All

Application Stunnel Stunnel 3.16 All All All

Application Stunnel Stunnel 3.17 All All All

Application Stunnel Stunnel 3.18 All All All

Application Stunnel Stunnel 3.19 All All All

Application Stunnel Stunnel 3.20 All All All

Application Stunnel Stunnel 3.21 All All All

Application Stunnel Stunnel 3.21a All All All

Application Stunnel Stunnel 3.21b All All All

Application Stunnel Stunnel 3.21c All All All

Application Stunnel Stunnel 3.22 All All All

Application Stunnel Stunnel 3.24 All All All

Application Stunnel Stunnel 3.3 All All All

Application Stunnel Stunnel 3.4a All All All

Application Stunnel Stunnel 3.7 All All All

Application Stunnel Stunnel 3.8 All All All

Application Stunnel Stunnel 3.9 All All All

Application Stunnel Stunnel 4.0 All All All

References

Reference Source Link Tags

redhat.com | Red Hat Support REDHAT www.redhat.com

'Stunnel-3.x Daemon Hijacking' - MARC BUGTRAQ marc.info

Home - Conectiva CONECTIVA distro.conectiva.com.br

Advisories - Mandriva MANDRAKE www.mandriva.com

http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://cve.report/vendor/stunnel
http://cve.report/software/stunnel/stunnel
http://www.redhat.com/support/errata/RHSA-2003-297.html
http://marc.info/?l=bugtraq&m=106260760211958&w=2
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000736


Advisories - Mandriva MANDRAKE www.mandriva.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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