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CVE-2003-0780

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUSICCICAC Certain versions of Linux from Conectiva contain the following
: vulnerability:

Buffer overflow in get_salt from_password from sql_acl.cc for MySQL
4.0.14 and earlier, and 3.23.x, allows attackers with ALTER TABLE
privileges to execute arbitrary code via a long Password field.

CVE-2003-0780 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 9-HIGH

Access Access Authentication
Vector Complexity
Low
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
Description Tags Link
CERT/CC Vulnerability Note VU#516492 # CERT-VN VU#516492
Secunia - Advisories - MySQL Set Password Privilege ){ SECUNIA 9709
Escalation Vulnerability
"TSLSA-2003-0034 - mysql' - MARC [ marc.info | ™ TRUSTIX 2003-0034
[Full-Disclosure] Buffer overflow in MySQL (%) FULLDISC 20030910 Buffer overflow in MySQL
Debian -- Security Information -- DSA-381-1 mysql [ Patch | (© DEBIAN DSA-381



https://cve.report/
https://cve.report/CVE-2003-0780/mitre
https://cve.report/CVE-2003-0780/nist
https://cve.report/CVE-2003-0780/cve_org
https://cve.report/CVE-2003-780.pdf
http://cve.report/software/conectiva/linux
http://cve.report/vendor/conectiva
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.kb.cert.org/vuls/id/516492
https://web.archive.org/web/2003/http://secunia.com/advisories/9709
http://marc.info/?l=bugtraq&m=106381424420775&w=2
https://web.archive.org/web/2003/http://lists.grok.org.uk/pipermail/full-disclosure/2003-September/009819.html
http://www.debian.org/security/2003/dsa-381

Depreciated Lin
text/htm

‘exploit for mysql -- [get_salt_from_password] problem' - ) BUGTRAQ 20030913 exploit for mysql --
MARC text/x-c [get_salt_from_password] problem

Home - Conectiva distro.conectiva.com.br ) CONECTIVA CLA-2003:743
text/htm

redhat.com | Red Hat Support .redhat.com & REDHAT RHSA-2003:282
text/html

Mandriva Security Advisories www.mandriva.com & MANDRAKE MDKSA-2003:094
text/htm

redhat.com | Red Hat Support & REDHAT RHSA-2003:281
Vendor Advisory
.redhat.com

text/html

SecurityFocus HOME Mailing List: BugTraq () BUGTRAQ 20030910 Buffer overflow in MySQL
Vendor Advisory

www.securityfocus.com

text/htm
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By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Conectiva Linux 7.0 All All All
System

Operating Conectiva Linux 8.0 All All All
System

Operating Conectiva Linux 9.0 All All All
System

Operating Conectiva Linux 7.0 All All All
System

Operating Conectiva Linux 8.0 All All All
System

Operating Conectiva Linux 9.0 All All All
System

Application Mysql Mysql 4.1.0 All All All
Application Mysql Mysaql 41.0 All All All
Application Oracle Mysql 3.23 All All All
Application Oracle Mysaql 3.23.10 All All All

Application Oracle Mysql 3.23.2 All All All
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kKK KKKk,

cpe:2.3:a:oracle:mysql:3.23.2:

ARk kR kLR k.

cpe:2.3:a:oracle:mysql:3.23.22:*:* "

ARk kR kLR k.

cpe:2.3:a:oracle:mysql:3.23.23: "

dk kR Rk Rk,

cpe:2.3:a:oracle:mysql:3.23.27:* "

ak kR ok ak Rk,

cpe:2.3:a:oracle:mysql:3.23.28:* " "

Sk kL KRk,

cpe:2.3:a:oracle:mysql:3.23.28:gamma:*:*:*:*:*:*:

akak koK ok Rk,

cpe:2.3:a:oracle:mysql:3.23.29:* " " *:

koK kKKK,

cpe:2.3:a:oracle:mysql:3.23.3:* " "

dkak koK ok Rk,

cpe:2.3:a:oracle:mysql:3.23.30: " " %

cpe:2.3:a:oracle:mysql:3.23.4:" " "

akkak ok akakk,

cpe:2.3:a:oracle:mysql:3.23.40: " ™

akLkLk ok kakk,

cpe:2.3:a:oracle:mysql:3.23.41: "

akLkuk ok kakk.

cpe:2.3:a:oracle:mysql:3.23.42:%:":

dkLkLk ok k Lk k.

cpe:2.3:a:oracle:mysql:3.23.43: "

dkLak koK ak Rk,

cpe:2.3:a:oracle:mysql:3.23.45: %

dkak kR Lk akk,

cpe:2.3:a:oracle:mysql:3.23.46: %"



akakk kR kR,

cpe:2.3:a:oracle:mysql:3.23.47:

ARk kR kLR k.

cpe:2.3:a:oracle:mysql:3.23.49: ***

Kk kKK kLK,

cpe:2.3:a:oracle:mysql:3.23.5:"

dkak Rk kR k.

cpe:2.3:a:oracle:mysql:3.23.53: " "

Kk ok kKKK,

cpe:2.3:a:oracle:mysql:3.23.53a:" ™

cpe:2.3:a:oracle:mysql:3.23.8:* """

cpe:2.3:a:oracle:mysql:3.23.9:* " "

cpe:2.3:a:oracle:mysql:4.0.0: "

cpe:2.3:a:oracle:mysql:4.0.1: "

ARk LKLk LK LKLk,

cpe:2.3:a:oracle:mysql:4.0. 14 *: %"
cpe:2.3:a:oracle:mysql:4.0.2:*:*:** "
cpe:2.3:a:oracle:mysql:4.0.3:*:* %"
cpe:2.3:a:oracle:mysql:4.0.4: x> "
cpe:2.3:a:oracle:mysql:4.0.5: 7 "

cpe:2.3:a:oracle:mysql:4.0.5a:*: """

cpe:2.3:a:oracle:mysql:4.0.6:*: "



cpe:2.3:a:oracle:mysql:4.0.7:

Kk kKKK,

cpe:2.3:a:oracle:mysql:4.0.7:gamma:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:4.0.8:

kKKK kK.

cpe:2.3:a:oracle:mysql:4.0.8:gamma:*:*:*:*:*:*:

cpe:2.3:a:oracle:mysql:4.0.9:

SRk kKKK,

cpe:2.3:a:oracle:mysql:4.0.9:gamma:*:*:**:*:*:

KKk oKk k.

cpe:2.3:a:oracle:mysql:4.1.0:alpha:*:*:*:**:*:

Kk kKK kK,

cpe:2.3:a:oracle:mysql:3.23:*:* "

dk kKoK kR k.

cpe:2.3:a:oracle:mysql:3.23.10: " "

koK kKKK,

cpe:2.3:a:oracle:mysql:3.23.2:*

dk kR ok ak Rk,

cpe:2.3:a:oracle:mysql:3.23.22:*:* 7 "

akLkLk ok kak k.

cpe:2.3:a:oracle:mysql:3.23.32:%: """

akLkak ok kakk,

cpe:2.3:a:oracle:mysql:3.23.33: "

akk Lk okkukk,

cpe:2.3:a:oracle:mysql:3.23.34: %"

akLk Lk akakukk,

cpe:2.3:a:oracle:mysql:3.23.36:%:":* "

ARk kR kR k.

cpe:2.3:a:oracle:mysql:3.23.38:*:":*



cpe:2.3:a:oracle:mysql:3.23.4:

dkakak kR Rk,

cpe:2.3:a:oracle:mysql:3.23.40: "

ARk kR kR k.

cpe:2.3:a:oracle:mysql:3.23.41:

ARk kR Rk k.

cpe:2.3:a:oracle:mysql:3.23.42:* "

akak kR Rk k.

cpe:2.3:a:oracle:mysql:3.23.44: "

ak kR kR Rk,

cpe:2.3:a:oracle:mysql:3.23.45: "

ak Kk kR Rk,

cpe:2.3:a:oracle:mysql:3.23.46: "

akak koK ok Rk,

cpe:2.3:a:oracle:mysql:3.23.47:*

akak koK ok Rk,

cpe:2.3:a:oracle:mysql:3.23.49: ** "

cpe:2.3:a:oracle:mysql:3.23.5: """

akkak ok akakk,

cpe:2.3:a:oracle:mysql:3.23.56:%:":* "
cpe:2.3:a:oracle:mysql:3.23.8:* """
cpe:2.3:a:oracle:mysql:3.23.9:* "%
cpe:2.3:a:oracle:mysql:4.0.0: %"
cpe:2.3:a:oracle:mysql:4.0.1: "

ARk kKK LKLk,

cpe:2.3:a:oracle:mysql:4.0.10: "

dkakukakkuk.

coe:2.3:a:oracle:mvsal:4.0.11:aamma:*:*:*:*:*:*:



cpe:2.3:a:oracle:mysql:4.0.13:
cpe:2.3:a:oracle:mysql:4.0. 14
cpe:2.3:a:oracle:mysql:4.0.2:*
cpe:2.3:a:oracle:mysql:4.0.3:* "
cpe:2.3:a:oracle:mysql:4.0.4: e
cpe:2.3:a:oracle:mysql:4.0.5:
cpe:2.3:a:oracle:mysql:4.0.5a:" *

cpe:2.3:a:oracle:mysql:4.0.6:*:

cpe:2.3:a:oracle:xmysql:4.0.7:*

No vendor comments have been submitted for this CVE
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