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A multi-threaded race condition in the Windows RPC DCOM functionality with the MS03-039 patch installed allows remote :
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Microsoft Windows 2000 All All All All
Microsoft Windows 2000 All sp1 All All
Microsoft Windows 2000 All sp2 All All
Microsoft Windows 2000 All sp3 All All
Microsoft Windows 2000 All sp4 All All
Microsoft Windows 2000 All All All All
Microsoft Windows 2000 All spl All All
Microsoft Windows 2000 All sp2 All All
Microsoft Windows 2000 All sp3 All All
Microsoft Windows 2000 All sp4 All All
Microsoft Windows 2003 Server enterprise All 64-bit All
Microsoft Windows 2003 Server enterprise_64-bit All All All
Microsoft Windows 2003 Server r2 All 64-bit All
Microsoft Windows 2003 Server r2 All datacenter_64-bit All
Microsoft Windows 2003 Server standard All 64-bit All
Microsoft Windows 2003 Server web All All All
Microsoft Windows 2003 Server enterprise All 64-bit All
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CERT/CC Vulnerability Note VU#547820

'‘Bad news on RPC DCOM vulnerability' - MARC

CVE Program record

NVD vulnerability detail

1

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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