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CVE CVE-2003-0814
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-02-03 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Internet Explorer 6 SP1 and earlier allows remote attackers to bypass zone restrictions and execute Javascript by setting th

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector
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NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft le 6.0 spi All All


https://cve.report/
https://cve.report/CVE-2003-0814/mitre
https://cve.report/CVE-2003-0814/nist
https://cve.report/CVE-2003-0814/cve_org
https://cve.report/api/cve/CVE-2003-0814.json
https://cve.report/CVE-2003-0814.pdf
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie

Application Microsoft Internet Explorer 5.0.1 All All All
Application Microsoft Internet Explorer 5.0.1 spi All All
Application Microsoft Internet Explorer 5.0.1 sp2 All All
Application Microsoft Internet Explorer 5.0.1 sp3 All All
Application Microsoft Internet Explorer 55 All All All
Application Microsoft Internet Explorer 5.5 spi All All
Application Microsoft Internet Explorer 55 sp2 All All
Application Microsoft Internet Explorer 6.0 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms

CNA Na N/a affected n/a Not specified

Reference Source

Microsoft Security Bulletin MS03-048 - Critical | Microsoft Docs af854a3a-2127-42
CERT/CC Vulnerability Note VU#326412 af854a3a-2127-42
SecurityFocus Bugtrag: MSIE->BodyRefreshLoadsJPU:refresh is a new navigation method af854a3a-2127-42
Repository / Oval Repository af854a3a-2127-42
Repository / Oval Repository af854a3a-2127-42
Secunia - Advisories - Microsoft Internet Explorer Multiple Vulnerabilities af854a3a-2127-42

Microsoft Internet Explorer Various Cross-Domain Flaws Permit Remote Scripting in Arbitrary Domains - SecurityTracker af854a3a-2127-42

safecenter.net is for sale af854a3a-2127-42
Repository / Oval Repository af854a3a-2127-42
Repository / Oval Repository af854a3a-2127-42
SecurityFocus HOME Mailing List: BugTraq af854a3a-2127-42
Repository / Oval Repository af854a3a-2127-42
Repository / Oval Repository af854a3a-2127-42
Repository / Oval Repository af854a3a-2127-42
CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/na
http://cve.report/software/na/n/a
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2003/ms03-048
http://www.kb.cert.org/vuls/id/326412
http://www.derkeiler.com/Mailing-Lists/securityfocus/bugtraq/2003-09/0177.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A341
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A335
http://secunia.com/advisories/10192
http://securitytracker.com/id?1007687
http://www.safecenter.net/liudieyu/BodyRefreshLoadsJPU/BodyRefreshLoadsJPU-Content.htm
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A344
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A343
http://www.securityfocus.com/archive/1/337086
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A342
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A349
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A392
https://www.cve.org/CVERecord?id=CVE-2003-0814
https://nvd.nist.gov/vuln/detail/CVE-2003-0814
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