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Summary

CVE CVE-2003-0819

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-02-17 05:00:00 UTC

Updated 2018-10-12 21:33:00 UTC

Description Buffer overflow in the H.323 filter of Microsoft Internet Security and Acceleration Server 2000 allows remote attackers to execute arbitrary code in the Microsoft Firewall Service via certain H.323 traffic, as demonstrated by the NISCC/OUSPG PROTOS test suite for the H.225 protocol.

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Proxy Server 2.0 All All All

Application Microsoft Proxy Server 2.0 sp1 All All

Application Microsoft Proxy Server 2.0 All All All

Application Microsoft Proxy Server 2.0 sp1 All All

References

Reference Source

www.uniras.gov.uk/vuls/2004/006489/h323.htm MISC

Repository / Oval Repository OVAL

CERT Advisory CA-2004-01 Multiple H.323 Message Vulnerabilities CERT

Microsoft Security Bulletin MS04-001 - Critical | Microsoft Docs MS

Microsoft ISA Server 2000 H.323 Filter Remote Buffer Overflow Vulnerability BID

Microsoft Internet Security and Acceleration Server H.323 Buffer Overflow Lets Remote Users Execute Arbitrary Code - SecurityTracker SECTRACK

Multiple Vendor H.323 Protocol Implementation Vulnerabilities BID

Secunia - Advisories - Microsoft ISA Server 2000 H.323 Protocol Filter Vulnerability SECUNIA

US-CERT Vulnerability Note VU#749342 CERT-VN
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NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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