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Summary

CVE CVE-2003-0820

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-12-15 05:00:00 UTC

Updated 2018-10-12 21:33:00 UTC

Description Microsoft Word 97, 98(J), 2000, and 2002, and Microsoft Works Suites 2001 through 2004, do not properly check the length of the "Macro names" data value, which could allow remote attackers to execute arbitrary code via a buffer overflow attack.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Word 2000 All All All

Application Microsoft Word 2000 All All ja

Application Microsoft Word 2000 All All ko

Application Microsoft Word 2000 All All zh

Application Microsoft Word 2000 sp2 All All

Application Microsoft Word 2000 sp3 All All

Application Microsoft Word 2000 sr1 All All

Application Microsoft Word 2000 sr1a All All

Application Microsoft Word 2002 All All All

Application Microsoft Word 2002 sp1 All All

Application Microsoft Word 2002 sp2 All All

Application Microsoft Word 97 All All All

Application Microsoft Word 97 All All ja

Application Microsoft Word 97 All All ko

Application Microsoft Word 97 All All zh

Application Microsoft Word 97 sr1 All All

Application Microsoft Word 97 sr2 All All
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Application Microsoft Word 97 sr2 All All

Application Microsoft Word 98 All All All

Application Microsoft Word 98 All All ja

Application Microsoft Word 98 All All ko

Application Microsoft Word 98 All All zh

Application Microsoft Word 98 sr1 All ja

Application Microsoft Word 98 sr2 All ja

Application Microsoft Word 2000 All All All

Application Microsoft Word 2000 All All ja

Application Microsoft Word 2000 All All ko

Application Microsoft Word 2000 All All zh

Application Microsoft Word 2000 sp2 All All

Application Microsoft Word 2000 sp3 All All

Application Microsoft Word 2000 sr1 All All

Application Microsoft Word 2000 sr1a All All

Application Microsoft Word 2002 All All All

Application Microsoft Word 2002 sp1 All All

Application Microsoft Word 2002 sp2 All All

Application Microsoft Word 97 All All All

Application Microsoft Word 97 All All ja

Application Microsoft Word 97 All All ko

Application Microsoft Word 97 All All zh

Application Microsoft Word 97 sr1 All All

Application Microsoft Word 97 sr2 All All

Application Microsoft Word 98 All All All

Application Microsoft Word 98 All All ja

Application Microsoft Word 98 All All ko

Application Microsoft Word 98 All All zh

Application Microsoft Word 98 sr1 All ja

Application Microsoft Word 98 sr2 All ja

Application Microsoft Works 2001 All All All

Application Microsoft Works 2002 All All All

Application Microsoft Works 2003 All All All

Application Microsoft Works 2004 All All All

Application Microsoft Works 2001 All All All

Application Microsoft Works 2002 All All All
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Application Microsoft Works 2003 All All All

Application Microsoft Works 2004 All All All

References

Reference Source Link

Repository / Oval Repository OVAL oval.cisecurity.org

Repository / Oval Repository OVAL oval.cisecurity.org

Microsoft Word Macro Name Handler Buffer Overflow Vulnerability BID www.securityfocus.com

Neohapsis Archives - Bugtraq - #0163 - Few issues previously unpublished in English BUGTRAQ archives.neohapsis.com

Repository / Oval Repository OVAL oval.cisecurity.org

Microsoft Security Bulletin MS03-050 - Important | Microsoft Docs MS docs.microsoft.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Уведомление о безопасности: Microsoft Word Macro Buffer Overflow - ошибки и эксплоиты MISC www.security.nnov.ru

Repository / Oval Repository OVAL oval.cisecurity.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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