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CVE CVE-2003-0831
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-11-17 05:00:00 UTC
Updated 2017-10-05 01:29:00 UTC
Description ProFTPD 1.2.7 through 1.2.9rc2 does not properly translate newline characters when transferring files in ASCII mode, whic

/ |

1|

Risk And Classification

Problem Types: CWE-119

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Proftpd Project Proftpd 1.2.7 All All All
Application Proftpd Project Proftpd 1.2.7_rcl All All All
Application Proftpd Project Proftpd 1.2.7_rc2 All All All
Application Proftpd Project Proftpd 1.2.7_rc3 All All All
Application Proftpd Project Proftpd 1.2.8 All All All
Application Proftpd Project Proftpd 1.2.8_rcl All All All
Application Proftpd Project Proftpd 1.2.8_rc2 All All All
Application Proftpd Project Proftpd 1.2.9_rci All All All
Application Proftpd Project Proftpd 1.2.9 rc2 All All All
Application Proftpd Project Proftpd 1.2.7 All All All
Application Proftpd Project Proftpd 1.2.7_rcl All All All
Application Proftpd Project Proftpd 1.2.7_rc2 All All All
Application Proftpd Project Proftpd 1.2.7_rc3 All All All
Application Proftpd Project Proftpd 1.2.8 All All All
Application Proftpd Project Proftpd 1.2.8_rcl All All All
Application Proftpd Project Proftpd 1.2.8_rc2 All All All
Application Proftpd Project Proftpd 1.2.9 rcl All All All
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CERT/CC Vulnerability Note VU#405348

'[slackware-security] ProFTPD Security Advisory (SSA:2003-259-02)" - MARC
[Full-Disclosure] Another ProFTPd root EXPLOIT ?

Mandriva Security Advisories

IBM X-Force Exchange

ProFTPd 1.2.9 rc2 - ".ASCII' File Remote Code Execution (1) - Linux remote Exploit
20030923 ProFTPD ASCII File Remote Compromise Vulnerability

'Remote root exploit for proftpd \n bug' - MARC

CVE Program record

NVD vulnerability detail

/

Secunia - Advisories - ProFTPD ASCII Mode File Transfer Buffer Overflow Vulnerability
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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