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Summary

CVE CVE-2003-0904

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-01-20 05:00:00 UTC

Updated 2020-04-09 13:49:00 UTC

Description Microsoft Exchange 2003 and Outlook Web Access (OWA), when configured to use NTLM authentication, does not properly reuse HTTP connections, which can cause OWA users to view mailboxes of other users when Kerberos has been disabled as an authentication method for IIS 6.0, e.g. when SharePoint Services 2.0 is installed.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Exchange Server 2003 - All All

Application Microsoft Exchange Server 2003 - All All

Application Microsoft Sharepoint Services 2.0 All All All

Application Microsoft Sharepoint Services 2.0 All All All

Operating System Microsoft Windows Server 2003 All All All All

Operating System Microsoft Windows Server 2003 - All All All

Operating System Microsoft Windows Server 2003 - All All All

Operating System Microsoft Windows Server 2003 - All All All

Operating System Microsoft Windows Server 2003 r2 All All All

Operating System Microsoft Windows Server 2003 All All All All

Operating System Microsoft Windows Server 2003 - All All All

Operating System Microsoft Windows Server 2003 - All All All

Operating System Microsoft Windows Server 2003 - All All All

Operating System Microsoft Windows Server 2003 r2 All All All
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Microsoft Exchange Server 2003 Outlook Web Access Lowered Security Settings Weakness BID www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Repository / Oval Repository OVAL oval.cisecurity.org

Microsoft Security Bulletin MS04-002 - Moderate | Microsoft Docs MS docs.microsoft.com

Microsoft Exchange Server 2003 Outlook Web Access Random Mailbox Access Vulnerability BID www.securityfocus.com

VU#530660 - Microsoft Exchange Server 2003 fails to assign user credentials to proper mailbox CERT-VN www.kb.cert.org

Secunia - Advisories - Microsoft Exchange 2003 May Provide Access to Wrong Mailbox SECUNIA secunia.com

We are sorry, the page you requested cannot be found CONFIRM www.microsoft.com

20031114 Exchange 2003 OWA major security flaw NTBUGTRAQ www.ntbugtraq.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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