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ISC BIND 8.3.x before 8.3.7, and 8.4.x before 8.4.3, allows remote attackers to poison the cache via a malicious name serv

| 1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System
Operating System

Operating System

Operating System

Vendor Product Version Update Edition Language
Compaq True4 4.0f All All All
Compaq Tru64 4.0f_pk6_bl17 All All All
Compaq True4 4.0f_pk7_bl18 All All All
Compaq Tru64 4.0f_pk8_bl22 All All All
Compaq Tru64 4.0g All All All
Compaq Trub4 4.0g9_pk3_bl17 All All All
Compagq True4 4.0g_pk4 bl22 All Al Al
Compagq Tru64 5.1 All All All
Compaq Tru64 5.1a All All All
Compagq Tru64 5.1a_pk1_bl1 All All All
Compaq Trué4 5.1a_pk2_bl2 All All All
Compagqg Tru64 5.1a_pk3_bI3 All All All
Compaq Trué4 5.1a_pk4_bl21 All All All
Compagq Tru64 5.1a_pk5_bl23 All All All
Compaq Tru64 5.1b All All All
Compaq True4 5.1b_pk1_bl1 All All Al

Compaqa Tru64 5.1b pk2 bl22 All All All
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Application Isc Bind 8.3.4 All All All
Application Isc Bind 8.3.5 All All All
Application Isc Bind 8.3.6 All All All
Application Isc Bind 8.4 All All All
Application Isc Bind 8.4.1 All All All
Operating System Netbsd Netbsd 1.6 All All All
Operating System Netbsd Netbsd 1.6.1 All All All
Operating System Netbsd Netbsd current All All All
Operating System Netbsd Netbsd 1.6 All All All
Operating System Netbsd Netbsd 1.6.1 All All All
Operating System Netbsd Netbsd current All All All
Application Nixu Namesurfer standard_3.0.1 All All All
Application Nixu Namesurfer suite_3.0.1 All All All
Application Nixu Namesurfer standard_3.0.1 All All All
Application Nixu Namesurfer suite_3.0.1 All All All
Operating System Sco Unixware 711 All All All
Operating System Sco Unixware 711 All All All
Operating System Sun Solaris 7.0 All x86 All
Operating System Sun Solaris 8.0 All x86 All
Operating System Sun Solaris 9.0 All sparc All
Operating System Sun Solaris 9.0 All x86 All
Operating System Sun Solaris 7.0 All x86 All
Operating System Sun Solaris 8.0 All x86 All
Operating System Sun Solaris 9.0 All sparc All
Operating System Sun Solaris 9.0 All x86 All
Operating System Sun Sunos 5.7 All All All
Operating System Sun Sunos 5.8 All All All
Operating System Sun Sunos 5.7 All All All
Operating System Sun Sunos 5.8 All All All
Reference Source Link Tags

CSSA-2004-003.0 SCO ftp.sco.com

CSSA-2003-SC0.33 SCO ftp.sco.com

Repository / Oval Repository OVAL oval.cisecurity.org

Secunia - Advisories - Debian update for bind SECUNIA secunia.com
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ftp://ftp.sco.com/pub/updates/OpenLinux/3.1.1/Server/CSSA-2004-003.0/CSSA-2004-003.0.txt
ftp://ftp.sco.com/pub/updates/UnixWare/CSSA-2003-SCO.33/CSSA-2003-SCO.33.txt
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A2011
http://secunia.com/advisories/10542

CERT/CC Vulnerability Note VU#734644 CERT-VN www.kb.cert.org Patch, Third Party Advisory, US Government Resource

Debian -- Security Information -- DSA-409-1 bind DEBIAN www.debian.org Patch, Vendor Advisory

# 57434, Free Sun Alert Notifications SUNALERT sunsolve.sun.com
2003-0044 TRUSTIX www.trustix.org
CVE Program record CVE.ORG WwWw.cve.org canonical
NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
Kl [

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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