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Summary

CVE CVE-2003-0955

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-12-15 05:00:00 UTC

Updated 2016-10-18 02:38:00 UTC

Description OpenBSD kernel 3.3 and 3.4 allows local users to cause a denial of service (kernel panic) and possibly execute arbitrary code in 3.4 via a program with an invalid header that is not properly handled by (1) ibcs2_exec.c in the iBCS2 emulation (compat_ibcs2) or (2) exec_elf.c, which leads to a stack-based buffer overflow.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Openbsd Openbsd 3.3 All All All

Operating System Openbsd Openbsd 3.4 All All All

Operating System Openbsd Openbsd 3.3 All All All

Operating System Openbsd Openbsd 3.4 All All All

References

Reference Source Link Tags

OpenBSD 3.3 errata OPENBSD www.openbsd.org

'compat_ibcs2(8) privilege escalation (3.3) / kernel panic (3.4)' - MARC CONFIRM marc.info

'Exec header kernel panic' - MARC CONFIRM marc.info

20031105 005: RELIABILITY FIX: November 4, 2003 OPENBSD ftp.openbsd.org Patch

OpenBSD Local Malformed Binary Execution Denial of Service Vulnerability BID www.securityfocus.com

[Full-Disclosure] OpenBSD kernel panic, yet still *BSD much better than windows FULLDISC lists.grok.org.uk

OpenBSD kernel overflow, yet still *BSD much better than windows MISC www.guninski.com Exploit, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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