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Buffer overflow in the authentication module for Cisco ACNS 4.x before 4.2.11, and 5.x before 5.0.5, allows remote attackel
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type

Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application
Application

Application

Application

Vendor Product Version Update Edition Language
Cisco Application And Content Networking Software 4.0.3 All All All
Cisco Application And Content Networking Software 411 All All All
Cisco Application And Content Networking Software 4.1.3 All All All
Cisco Application And Content Networking Software 4.2 All All All
Cisco Application And Content Networking Software 427 All All All
Cisco Application And Content Networking Software 429 All All All
Cisco Application And Content Networking Software 5.0 All All All
Cisco Application And Content Networking Software 5.0.1 All All All
Cisco Application And Content Networking Software 5.0.3 All All All
Cisco Application And Content Networking Software 4.0.3 All All All
Cisco Application And Content Networking Software 411 All All All
Cisco Application And Content Networking Software 4.1.3 All All All
Cisco Application And Content Networking Software 4.2 All All All
Cisco Application And Content Networking Software 427 All All All
Cisco Application And Content Networking Software 4.2.9 All All All
Cisco Application And Content Networking Software 5.0 All All All
Cisco Application And Content Networking Software 5.0.1 All All All
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Application And Content Networking Software

Content Distribution Manager 4630
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Application  Cisco Content Engine 507 All All All
Application  Cisco Content Engine 507_2.2_.0 All All All
Application  Cisco Content Engine 507_83.1 All All All
Application  Cisco Content Engine 507_4.0 All All All
Application  Cisco Content Engine 507_4.1 All All All
Application  Cisco Content Engine 560 All All All
Application  Cisco Content Engine 560_2.2_.0 All All All
Application  Cisco Content Engine 560_3.1 All All All
Application  Cisco Content Engine 560_4.0 All All All
Application  Cisco Content Engine 560_4.1 All All All
Application  Cisco Content Engine 590 All All All
Application  Cisco Content Engine 590 22 .0 All All All
Application  Cisco Content Engine 590_83.1 All All All
Application  Cisco Content Engine 590 4.0 All All All
Application  Cisco Content Engine 590_4.1 All All All
Application  Cisco Content Engine 7320 All All All
Application  Cisco Content Engine 7320_2.2_.0 All All All
Application  Cisco Content Engine 7320_3.1 All All All
Application  Cisco Content Engine 7320_4.0 All All All
Application  Cisco Content Engine 7320_4.1 All All All
Application  Cisco Content Engine Module for_cisco_router 2600 series  All All All
Application  Cisco Content Engine Module for_cisco_router_3600 series  All All All
Application  Cisco Content Engine Module for_cisco_router_3700_series  All All All
Application  Cisco Content Engine Module for_cisco_router 2600 series  All All All
Application  Cisco Content Engine Module for_cisco_router_3600_series  All All All
Application  Cisco Content Engine Module for_cisco_router_3700 series  All All All
Hardware  Cisco Content Router 4430 All All All All
Hardware  Cisco Content Router 4430 All All All All
Hardware  Cisco Content Router 4450 All All All All
Hardware  Cisco Content Router 4450 All All All All
Application  Cisco Enterprise Content Delivery Network Software 4.0 All All All
Application  Cisco Enterprise Content Delivery Network Software 4.1 All All All
Application  Cisco Enterprise Content Delivery Network Software 4.0 All All All
Application  Cisco Enterprise Content Delivery Network Software 4.1 All All All
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Reference Sourc
Cisco - Networking, Cloud, and Cybersecurity Solutions CISC(
IBM X-Force Exchange XF
Cisco ACNS Authentication Library Remote Buffer Overrun Vulnerability BID
Secunia - Advisories - Cisco ACNS Authentication Module Buffer Overflow Vulnerability SECU

VU#352462 - Cisco ACNS contains buffer overflow vulnerability in the authentication module when supplied an overly long password CERT

CVE Program record CVE.C
NVD vulnerability detail NVD
4] | -l

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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