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CVE-2003-0984

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVLACLAUNCEPILPIAP Certain versions of Linux Kernel from Linux contain the following
vulnerability:

Real time clock (RTC) routines in Linux kernel 2.4.23 and earlier do not
properly initialize their structures, which could leak kernel data to user
space.

CVE-2003-0984 has been assigned by [ cve@mitre.org to track the vulnerability

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

Debian -- Security Information -- DSA-1067-1 kernel-source- (@ DEBIAN DSA-1067

2.4.16

Linux Kernel Real-time Clock Routines May Leak Kernel Data to () SECTRACK 1008594

User Applications - SecurityTracker

Debian -- Security Information -- DSA-1070-1 kernel-source- (© DEBIAN DSA-1070

2.4.19

Secunia - Advisories - SmoothWall Express update for kernel { SECUNIA 10583

Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:1013



https://cve.report/
https://cve.report/CVE-2003-0984/mitre
https://cve.report/CVE-2003-0984/nist
https://cve.report/CVE-2003-0984/cve_org
https://cve.report/CVE-2003-984.pdf
http://cve.report/software/linux/linux_kernel
http://cve.report/vendor/linux
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.debian.org/security/2006/dsa-1067
http://www.securitytracker.com/id?1008594
http://www.debian.org/security/2006/dsa-1070
https://web.archive.org/web/2003/http://secunia.com/advisories/10583
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A1013

NOVELL: Broken Link - 404 Error Pages web.archive.org ] SUSE SuSE-SA:2003:049
text/html
Inactive Link Not Archived

Red Hat -- Linux, Embedded Linux and Open Source Solutions www.redhat.com & FEDORA FEDORA-2003-046
text/html

Linux Kernel 2.4 RTC Handling Routines Memory Disclosure Vendor Advisory Ty BID 9154

Vulnerability cve.report (archive)
text/html

Secunia - Advisories - Mandrake update for kernel web.archive.org Y{ SECUNIA 10582
text/html

Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:859
text/html

Debian -- Security Information -- DSA-1082-1 kernel-source- www.debian.org (© DEBIAN DSA-1082

2417 Depreciated Link

text/html

Secunia - Advisories - Debian update for kernel-source-2.4.16 web.archive.org { SECUNIA 20162
text/ntml

Advisories - Mandriva www.mandriva.com & MANDRAKE MDKSA-2004:001
text/html

Home - Conectiva distro.conectiva.com.br ) CONECTIVA CLA-2004:799
text/html

Secunia - Advisories - Debian update for kernel-source-2.4.18 web.archive.org Y SECUNIA 20202
text/html

Secunia - Advisories - Linux Kernel Real Time Clock Kernel web.archive.org D SECUNIA 10533
Memory Disclosure Vulnerability text/html

Secunia - Advisories - Red Hat update for kernel web.archive.org Y SECUNIA 10536
text/html

Repository / Oval Repository oval.cisecurity.org () OVAL oval:org.mitre.oval:def:9406
text/html

LinuxSecurity.com: EnGarde: kernel bug and security fixes. www.linuxsecurity.com 4 ENGARDE ESA-20040105-001
text/html

redhat.com | Red Hat Support & REDHAT RHSA-2004:188

Vendor Advisory
www.redhat.com
text/html

Secunia - Advisories - Conectiva update for kernel web.archive.org { SECUNIA 10537
text/ntml

Secunia - Advisories - Fedora update for kernel web.archive.org Y{ SECUNIA 10555
text/html

'SmoothWall Project Security Advisory SWP-2004:001' - MARC @ BUGTRAQ 20040112 SmoothWall

text/html Project Security Advisory SWP-2004:001

Secunia - Advisories - Debian update for kernel-source-2.4.17 web.archive.org Y SECUNIA 20338
text/html

www.osvdb.org ) OSVDB 3317

Inactive Link Not Archived

redhat.com | Red Hat Support www.redhat.com & REDHAT RHSA-2003:417
text/html


https://web.archive.org/web/2003/http://www.novell.com/linux/security/advisories/2003_049_kernel.html
http://www.redhat.com/archives/fedora-announce-list/2004-January/msg00000.html
http://cve.report/bid/9154
https://web.archive.org/web/2003/http://secunia.com/advisories/10582
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A859
http://www.debian.org/security/2006/dsa-1082
https://web.archive.org/web/2003/http://secunia.com/advisories/20162
http://www.mandriva.com/security/advisories?name=MDKSA-2004:001
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000799
https://web.archive.org/web/2003/http://secunia.com/advisories/20202
https://web.archive.org/web/2003/http://secunia.com/advisories/10533
https://web.archive.org/web/2003/http://secunia.com/advisories/10536
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9406
http://www.linuxsecurity.com/advisories/engarde_advisory-3904.html
http://www.redhat.com/support/errata/RHSA-2004-188.html
https://web.archive.org/web/2003/http://secunia.com/advisories/10537
https://web.archive.org/web/2003/http://secunia.com/advisories/10555
http://marc.info/?l=bugtraq&m=107394143105081&w=2
https://web.archive.org/web/2003/http://secunia.com/advisories/20338
http://www.osvdb.org/3317
http://www.redhat.com/support/errata/RHSA-2003-417.html

Secunia - Advisories - EnGarde update for kernel ){ SECUNIA 10538

text/html

Debian -- Security Information -- DSA-1069-1 kernel-source- (@ DEBIAN DSA-1069
2.4.18

text/html

Secunia - Advisories - Debian update for kernel-source-2.4.19 ){ SECUNIA 20163

text/html

IBM X-Force Exchange € XF linux-rtc-memory-leak(13943)

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Operating Linux Linux Kernel 2.4.0 All All All
System

Operating Linux Linux Kernel 2.4.0 test1 All All
System

Operating Linux Linux Kernel 2.4.0 test10 All All
System

Operating Linux Linux Kernel 24.0 test11 All All
System

Operating Linux Linux Kernel 2.4.0 test12 All All
System

Operating Linux Linux Kernel 2.4.0 test2 All All
System

Operating Linux Linux Kernel 2.4.0 test3 All All
System

Operating Linux Linux Kernel 2.4.0 test4 All All
System

Operating Linux Linux Kernel 2.4.0 tests All All
System

Operating Linux Linux Kernel 2.4.0 test6 All All
System

Operating Linux Linux Kernel 2.4.0 test7 All All
System

Operating Linux Linux Kernel 2.4.0 test8 All All
System

Operating Linux Linux Kernel 2.4.0 test9 All All
System

Operating Linux Linux Kernel 2.4.1 All All All
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vperatng LInux LINnuXx nernel 2.4.9 All All All
System

cpe:2.3:0:linux:linux_kernel:2.4.0:*:*: """

akakukakakak.

cpe:2.3:0:linux:linux_kernel:2.4.0:test12:*:*:*:*:*:*:

ARk LK LKLk Lk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test2:*:*:*:*:*:*:

kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test4:*:*:*:*:*:*:

kKK KLk Lk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test5:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test6:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test7:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test8:*:*:*:*:*:*:

kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test9:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.1:*:****: "

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.10:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.11:***

KKk kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.13:*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.14: "

Kk ok kKKK,

cpe:2.3:0:linux:linux_kernel:2.4.15: "

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.17:* "

Kk kKK kK,

cpe:2.3:0:linux:linux_kernel:2.4.18:*:* """

Kk koK akak.

cpe:2.3:0:linux:linux_kernel:2.4.18:pret:*:*:*:*:*:*:

Kk ok akak k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:

AnmaN Dealiminlimning Laviaal:N A 40 iavAa Ak ok ok okok ok,
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akakukakakk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pret:*:*:*:*:*:*:

dkak Lk akakk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre2:*:*:*:*:*:*:

akukkokukuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pred:*:*:*:*:*:*:

akakkokakuk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre5:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.4.19:pre6:*:*:*:*:*:*:
cpe:2.3:0:linux:linux_kernel:2.4.2:*:*:** % :*:

cpe:2.3:0:linux:linux_kernel:2.4.20:*:*:**:*

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.21 %

KRk okukuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pred:**:*:*:*:*:

KRk akukuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pre7:*:*:*:*:*:*:

Kk koK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.22:*:*:***:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.3:

cpe:2.3:0:linux:linux_kernel:2.4.4:

cpe:2.3:0:linux:linux_kernel:2.4.5:*:

cpe:2.3:0:linux:linux_kernel:2.4.6:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:2.4.7:*:

cpe:2.3:0:linux:linux_kernel:2.4.8:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:2.4.9:*:*:**:**::

cpe:2.3:0:linux:linux_kernel:2.4.0:*:*:**: %

Rk ok kKK,

cpe:2.3:0:linux:linux_kernel:2.4.0:test1:*:*:*:*:*:*:



akk LKLk LK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test6:™:*:*:*:*::

kKKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test7:*:*:*:*:*::

kKK KLk Lk,

cpe:2.3:0:linux:linux_kernel:2.4.0:test8:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4. 1% *: "

ARk kKK LKLk,

cpe:2.3:0:linux:linux_kernel:2.4.10:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.12:*:*:**:*

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.13:*: 7

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.14:* x> *:*:

Kk kKKK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.16:™:*: "™

Kk kKK kLK,

cpe:2.3:0:linux:linux_kernel:2.4.17: "

LRk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:*:x86:*:*:*:*:*:

Kk kR kR,

cpe:2.3:0:linux:linux_kernel:2.4.18:pret:*:*:*:*:*:*:

KRk kR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre2:*:*:*:*:*:*:

Kk kKR k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre3:*:*:*:*:*:*:

Kk koK akuk.

cpe:2.3:0:linux:linux_kernel:2.4.18:pred:*:*:*:*:*:*:

Kk ok akak k.

cpe:2.3:0:linux:linux_kernel:2.4.18:pre5:*:*:*:*:*:*:



akak Lk akakk.

cpe:2.3:0:linux:linux_kernel:2.4.19:pre6:*:*:*:*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.2:*:*:***:*:*:

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.20:*:*: """

Ak kKK kLK Lk,

cpe:2.3:0:linux:linux_kernel:2.4.21 %"

KRk ok akuk.

cpe:2.3:0:linux:linux_kernel:2.4.21:pret:*:*:*:*:*:*:

akakkakakok.

cpe:2.3:0:linux:linux_kernel:2.4.21:pred:*:*:*:*:*:*:

Ak kKK kKK,

cpe:2.3:0:linux:linux_kernel:2.4.22:*:*:**:*

cpe:2.3:0:linux:linux_kernel:2.4.3:*:*:***:**:

cpe:2.3:0:linux:linux_kernel:2.4.4::*:*x*:*:*:

cpe:2.3:0:linux:linux_kernel:2.4.5:****:**:

cpe:2.3:0:linux:linux_kernel:2.4.6:*:*:* "

cpe:2.3:0:linux:linux_kernel:2.4.7:*:

cpe:2.3:0:linux:linux_kernel:2.4.8:*:*:*

cpe:2.3:0:linux:linux_kernel:2.4.9:

No vendor comments have been submitted for this CVE
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