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CVE-2003-1012

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACUAUNGNINAP Certain versions of Ethereal from Ethereal Group contain the following
’ vulnerability:

The SMB dissector in Ethereal before 0.10.0 allows remote attackers to
cause a denial of service via a malformed SMB packet that triggers a
segmentation fault during processing of Selected packets.

CVE-2003-1012 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~5-MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

Secunia - Advisories - Debian update for ethereal { SECUNIA 10531
text/html
@ SGI 20040103-01-U

redhat.com | Red Hat Support & REDHAT RHSA-2004:001
Vendor Advisory

www.redhat.com

Ethereal: enpa-sa-00012 [E CONFIRM www.ethereal.com/appnotes/enpa-sa-
Vendor Advisory 00012.html
www.ethereal.com

text/htm|
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http://cve.report/software/ethereal_group/ethereal
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Repository / Oval Repository

Secunia - Advisories - Red Hat update for
Ethereal

Mandriva Security Advisories

Debian -- Security Information -- DSA-407-1
ethereal

Home - Conectiva

Repository / Oval Repository

No Description Provided

redhat.com | Red Hat Support

Secunia - Advisories - Conectiva update for
ethereal

oval.cisecurity.org
text/html

web.archive.org
text/html

www.mandriva.com

text/html

Vendor Advisory
www.debian.org
Depreciated Link
text/html

distro.conectiva.com.br

text/html

oval.cisecurity.org
text/html

patches.sgi.com

Inactive Link™ Not Archived

.redhat.com
text/html

web.archive.org
text/htm

i Ii I | II II I|||E II i II

() OVAL oval:org.mitre.oval:def:10202

> SECUNIA 10570

& MANDRAKE MDKSA-2004:002

(@ DEBIAN DSA-407

) CONECTIVA CLA-2004:801

() OVAL oval:org.mitre.oval:def:856

) SGI 20040202-01-U

& REDHAT RHSA-2004:002

){ SECUNIA 10568

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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