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CVE-2003-1027

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACLAUNCCICAC Certain versions of le from Microsoft contain the following vulnerability:

Internet Explorer 5.01 through 6 SP1 allows remote attackers to direct
drag and drop behaviors and other mouse click actions to other
windows by using method caching (SaveRef) to access the
window.moveBy method, which is otherwise inaccessible, as
demonstrated by HijackClickV2, a different vulnerability than CVE-
2003-0823, aka the "Function Pointer Drag and Drop Vulnerability."

CVE-2003-1027 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 10- HIGH

Access Access Authentication
Vector Complexity
Low [NONE |
Confidentiality Integrity Availability
Impact Impact Impact
CVE References
Description Tags Link
Microsoft Internet Explorer May Let Remote Users (%) SECTRACK 1006036
Read or Write Files Via the dragDrop() Method -
Security Tracker
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:530
US-CERT Technical Cyber Security Alert TA04- CERT TA04-033A
033A -- Multiple Vulnerabilities in Microsoft Internet
Explorer
Repository / Oval Repository () OVAL oval:org.mitre.oval:def:527
Repository / Oval Repository ) OVAL oval:org.mitre.oval:def:529



https://cve.report/
https://cve.report/CVE-2003-1027/mitre
https://cve.report/CVE-2003-1027/nist
https://cve.report/CVE-2003-1027/cve_org
https://cve.report/CVE-2003-1027.pdf
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://www.securitytracker.com/id?1006036
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A530
http://www.us-cert.gov/cas/techalerts/TA04-033A.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A527
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A529

US-CERT Vulnerability Note VU#413886

'Comments on 5 IE vulnerabilities' - MARC

safecenter.net is for sale

IBM X-Force Exchange

'HijackClickV2 - a successor of HijackClick attack' -

MARC

Repository / Oval Repository

Microsoft Security Bulletin MS04-004 - Critical |

Microsoft Docs

Repository / Oval Repository

Repository / Oval Repository

Repository / Oval Repository

text/html

Third Party Advisory

US Government Resource

www.kb.cert.org
text/html

text/html

www.safecenter.net

text/html

exchange.xforce.ibmcloud.com

text/html

text/html

oval.cisecurity.org
text/html

docs.microsoft.com

text/html

oval.cisecurity.org
text/html

oval.cisecurity.org
text/html

oval.cisecurity.org
text/html

# CERT-VN VU#413886

) BUGTRAQ 20031201 Comments on 5 |E
vulnerabilities

X MISC
www.safecenter.net/UMBRELLAWEBV4/HijackClickV2
€ XF ie-method-perform-actions(13844)

(0 BUGTRAQ 20031125 HijackClickV2 - a successor
of HijackClick attack

() OVAL oval:org.mitre.oval:def:531

BS MS MS04-004

() OVAL oval:org.mitre.oval:def:629

) OVAL oval:org.mitre.oval:def:534

() OVAL oval:org.mitre.oval:def:532

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that

would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that

are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,

CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to

comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product
Application Microsoft le
Application Microsoft le
Application Microsoft le
Application Microsoft le
Application Microsoft le
Application Microsoft le
Application Microsoft le
Application Microsoft le
Application Microsoft le
Application Microsoft le

Al el

Version

Update Edition Language
All All All
All All All
sp1i All All
sp2 All All
sp3 All All
All All All
sp1 All All
sp2 All All
All All All

sp1 All All


http://www.kb.cert.org/vuls/id/413886
http://marc.info/?l=bugtraq&m=107038202225587&w=2
http://www.safecenter.net/UMBRELLAWEBV4/HijackClickV2
https://exchange.xforce.ibmcloud.com/vulnerabilities/13844
http://marc.info/?l=bugtraq&m=106979479719446&w=2
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A531
https://docs.microsoft.com/en-us/security-updates/securitybulletins/2004/ms04-004
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A629
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A534
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A532
mailto:%20comment@cve.report
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie

Applicaton IVIICrOSOTT e .U
Application Microsoft le 5.0.1
Application Microsoft le 5.0.1
Application Microsoft le 5.0.1
Application Microsoft le 5.0.1
Application Microsoft le 55
Application Microsoft le 5.5
Application Microsoft le 55
Application Microsoft le 6.0
Application Microsoft le 6.0
Application Microsoft Internet Explorer 5.0
Application Microsoft Internet Explorer 5.0.1
Application Microsoft Internet Explorer 5.0.1
Application Microsoft Internet Explorer 5.0.1
Application Microsoft Internet Explorer 5.0.1
Application Microsoft Internet Explorer 5.5
Application Microsoft Internet Explorer 5.5
Application Microsoft Internet Explorer 5.5
Application Microsoft Internet Explorer 6.0

cpe:2.3:a:microsoft:ie:5.0:*:
cpe:2.3:a:microsoftiie:5.0.1:*** %

cpe:2.3:a:microsoft:ie:5.0.1:sp1:* " ™

Lkk kR kuk.

cpe:2.3:a:microsoft:ie:5.0.1:sp2:*:* 1 :*:

Lkak kR akuk.

cpe:2.3:a:microsoft:ie:5.0.1:sp3: 1 :*:

cpe:2.3:a:microsoftiie:5.5:****

SRk kKKK,

cpe:2.3:a:microsoft:ie:5.5:sp2:* ** "

Kk kKK kK,

cpe:2.3:a:microsoftiie:6.0:*:***:**:*:
cpe:2.3:a:microsoft:ie:6.0:sp1:** "

cpe:2.3:a:microsoftiie:5.0:* " "

cpe:2.3:a:microsoftiie:5.0.1: %

Al
All
sp1
sp2
sp3
All
sp1
sp2
All
sp1
All
All
sp1
sp2
sp3
All
sp1
sp2

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All

All


http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer
http://cve.report/vendor/microsoft
http://cve.report/software/microsoft/internet_explorer

cpe:2.3:a:microsoft:ie:6.0:*: "
cpe:2.3:a:microsoft:ie:6.0:sp1:*: "
cpe:2.3:a:microsoft:internet_explorer:5.0:*:*:*:**:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.0.1:*:*:*:**:*:*:

dkakukakakuk.

cpe:2.3:a:microsoft:internet_explorer:5.0.1:sp2:*:*:*:*:*:*:

dkak kR ukuk.

cpe:2.3:a:microsoft:internet_explorer:5.0.1:sp3:*:*:*:*:*:*:

dkukakkakakak.

cpe:2.3:a:microsoft:internet_explorer:5.5:*:*:*:**:*:*:

dkakukakkuk.

cpe:2.3:a:microsoft:internet_explorer:5.5:sp1:*:*:**:*:*:

dkak Lk kkuk.

cpe:2.3:a:microsoft:internet_explorer:5.5:sp2:*:*:*:*:*:*:

dkkakkakakak.

cpe:2.3:a:microsoft:internet_explorer:6.0:*:*:*:*:*:*:*:

No vendor comments have been submitted for this CVE
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