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Certain versions of Ie from Microsoft contain the following vulnerability:

Double free vulnerability in mshtml.dll for certain versions of Internet
Explorer 6.x allows remote attackers to cause a denial of service
(application crash) via a malformed GIF image.

CVSS2 Score: 10 - HIGH
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CVE References

Description Tags Link

AW: [Full-Disclosure] New Microsoft Internet Explorer
mshtml.dll Denial of Service?

web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20040902 AW: [Full-Disclosure]
New Microsoft Internet Explorer mshtml.dll

No Description Provided web.archive.org

text/html

Inactive Link Not Archived

 CIAC O-191

Microsoft Internet Explorer Malformed GIF Double Free
Code Execution Vulnerability

Vendor Advisory

cve.report (archive)

text/html

 BID 8530

[Full-Disclosure] New Microsoft Internet Explorer
mshtml.dll Denial of Service?

web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20040903 Re: [Full-Disclosure]
New Microsoft Internet Explorer mshtml.dll
Denial of Service?

Repository / Oval Repository oval.cisecurity.org  OVAL oval:org.mitre.oval:def:236

CVE-2003-1048 has been assigned by  cve@mitre.org to track the vulnerability
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https://cve.report/CVE-2003-1048/mitre
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https://cve.report/CVE-2003-1048.pdf
http://cve.report/software/microsoft/ie
http://cve.report/vendor/microsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2003/http://lists.grok.org.uk/pipermail/full-disclosure/2003-September/009473.html
https://web.archive.org/web/2003/http://www.ciac.org/ciac/bulletins/o-191.shtml
http://cve.report/bid/8530
https://web.archive.org/web/2003/http://lists.grok.org.uk/pipermail/full-disclosure/2003-September/009506.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A236


Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:236

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:509

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:2100

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:212

US-CERT Vulnerability Note VU#685364 Third Party Advisory

US Government Resource

www.kb.cert.org

text/html

 CERT-VN VU#685364

US-CERT Technical Cyber Security Alert TA04-212A --
Critical Vulnerabilities in Microsoft Windows

US Government Resource

www.us-cert.gov

text/html

 CERT TA04-212A

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:1793

Microsoft Security Bulletin MS04-025 - Critical | Microsoft
Docs

docs.microsoft.com

text/html

 MS MS04-025

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:206

Repository / Oval Repository oval.cisecurity.org

text/html

 OVAL oval:org.mitre.oval:def:517

IBM X-Force Exchange exchange.xforce.ibmcloud.com

text/html

 XF ie-mshtml-gif-bo(16804)

[Full-Disclosure] New Microsoft Internet Explorer
mshtml.dll Denial of Service?

web.archive.org

text/html

Inactive Link Not Archived

 FULLDISC 20030902 New Microsoft Internet
Explorer mshtml.dll Denial of Service?

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Ie 5.0.1 sp1 All All

Application Microsoft Ie 5.0.1 sp2 All All

Application Microsoft Ie 5.0.1 sp3 All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0 sp1 All All
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Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Ie 5.0.1 sp1 All All

Application Microsoft Ie 5.0.1 sp2 All All

Application Microsoft Ie 5.0.1 sp3 All All

Application Microsoft Ie 5.5 All All All

Application Microsoft Ie 5.5 sp1 All All

Application Microsoft Ie 5.5 sp2 All All

Application Microsoft Ie 6.0 All All All

Application Microsoft Ie 6.0 sp1 All All

Application Microsoft Internet Explorer 5.0.1 sp1 All All

Application Microsoft Internet Explorer 5.0.1 sp2 All All

Application Microsoft Internet Explorer 5.0.1 sp3 All All

Application Microsoft Internet Explorer 5.5 All All All

Application Microsoft Internet Explorer 5.5 sp1 All All

Application Microsoft Internet Explorer 5.5 sp2 All All

Application Microsoft Internet Explorer 6.0 All All All

Application Microsoft Outlook 2000 All All All

Application Microsoft Outlook 2000 sp2 All All

Application Microsoft Outlook 2000 sp3 All All

Application Microsoft Outlook 2000 sr1 All All

Application Microsoft Outlook 2002 All All All

Application Microsoft Outlook 2002 sp1 All All

Application Microsoft Outlook 2002 sp2 All All

Application Microsoft Outlook 2000 All All All

Application Microsoft Outlook 2000 sp2 All All

Application Microsoft Outlook 2000 sp3 All All

Application Microsoft Outlook 2000 sr1 All All

Application Microsoft Outlook 2002 All All All

Application Microsoft Outlook 2002 sp1 All All

Application Microsoft Outlook 2002 sp2 All All

cpe:2.3:a:microsoft:ie:5.0.1:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp3:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:sp1:*:*:*:*:*:*:
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cpe:2.3:a:microsoft:ie:5.5:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.0.1:sp3:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:5.5:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:ie:6.0:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.0.1:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.0.1:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.0.1:sp3:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.5:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.5:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:5.5:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:internet_explorer:6.0:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2000:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2000:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2000:sp3:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2000:sr1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2002:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2002:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2002:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2000:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2000:sp2:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2000:sp3:*:*:*:*:*:*:



← Previous ID Next ID→

No vendor comments have been submitted for this CVE
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cpe:2.3:a:microsoft:outlook:2000:sr1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2002:*:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2002:sp1:*:*:*:*:*:*:

cpe:2.3:a:microsoft:outlook:2002:sp2:*:*:*:*:*:*:
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