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Summary

CVE CVE-2003-1068

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-06-06 04:00:00 UTC

Updated 2018-10-30 16:26:00 UTC

Description Buffer overflow in utmp_update for Solaris 2.6 through 9 allows local users to gain root privileges, as identified by Sun BugID 4659277, a different vulnerability than CVE-2003-1082.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Operating System Sun Solaris 2.6 All All All

Operating System Sun Solaris 7.0 All x86 All

Operating System Sun Solaris 8.0 All x86 All

Operating System Sun Solaris 9.0 All sparc All

Operating System Sun Solaris 9.0 All x86 All

Operating System Sun Solaris 2.6 All All All

Operating System Sun Solaris 7.0 All x86 All

Operating System Sun Solaris 8.0 All x86 All

Operating System Sun Solaris 9.0 All sparc All

Operating System Sun Solaris 9.0 All x86 All

Operating System Sun Sunos - All All All

Operating System Sun Sunos 5.7 All All All

Operating System Sun Sunos 5.8 All All All

Operating System Sun Sunos - All All All

Operating System Sun Sunos 5.7 All All All

Operating System Sun Sunos 5.8 All All All
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Reference

#55260: A Security Vulnerability With The "/usr/lib/utmp_update" Command May Allow Local Unauthorized Privileges java.lang.NullPointerException

Sun Solaris UTMP_Update Buffer Overflow Vulnerability

Secunia - Advisories - Sun Solaris "utmp_update" Privilege Escalation Vulnerability

IBM X-Force Exchange

N-105: Sun "/usr/lib/utmp_update" Command Buffer Overflow Vulnerability

CVE Program record

NVD vulnerability detail

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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