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AVUACURUNCRIPAP Certain versions of Weblogic Server from Bea contain the following
: vulnerability:

BEA WebLogic Server 6.1, 7.0 and 7.0.0.1, when routing messages to
a JMS target domain that is inaccessible, may leak the user's
password when it throws a ResourceAllocationException.

CVE-2003-1093 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.6- MEDIUM

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link
Bea Systems WebLogic [ Patch | () BID 6586
ResourceAllocationException System
Password Disclosure Vulnerability
IBM X-Force Exchange € XF weblogic-error-password-disclosure(11057)
Oracle Fusion Middleware Technologies O CONFIRM
dev2dev.bea.com/resourcelibrary/advisoriesnotifications/BEA03-
24.jsp
VU#331937 - BEA WebLogic Server # CERT-VN VU#331937
"ResourceAllocationException" exception
may disclose user password
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Bea Weblogic Server 6.1 All All All
Application Bea Weblogic Server 6.1 sp1i All All
Application Bea Weblogic Server 6.1 sp2 All All
Application Bea Weblogic Server 6.1 sp3 All All
Application Bea Weblogic Server 7.0 All All All
Application Bea Weblogic Server 7.0 sp1 All All
Application Bea Weblogic Server 7.0.0.1 All All All
Application Bea Weblogic Server 6.1 All All All
Application Bea Weblogic Server 6.1 spl All All
Application Bea Weblogic Server 6.1 sp2 All All
Application Bea Weblogic Server 6.1 sp3 All All
Application Bea Weblogic Server 7.0 All All All
Application Bea Weblogic Server 7.0 spl All All
Application Bea Weblogic Server 7.0.0.1 All All All
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cpe:2.3:a:bea:weblogic_server:7.0.0.1:* """

No vendor comments have been submitted for this CVE
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