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Rit Research Labs The Bat! 1.0.11 through 2.0 creates new accounts with insecure ACLs, which allows local users to read
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Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type
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Application
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Application
Application
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Application

Application

Vendor Product Version Update Edition Language
Ritlabs The Bat 1.011 All All All
Ritlabs The Bat 1.015 All All All
Ritlabs The Bat 1.028 All All All
Ritlabs The Bat 1.029 All All All
Ritlabs The Bat 1.031 All All All
Ritlabs The Bat 1.032 All All All
Ritlabs The Bat 1.035 All All All
Ritlabs The Bat 1.036 All All All
Ritlabs The Bat 1.037 All All All
Ritlabs The Bat 1.039 All All All
Ritlabs The Bat 1.041 All All All
Ritlabs The Bat 1.043 All All All
Ritlabs The Bat 1.1 All All All
Ritlabs The Bat 1.101 All All All
Ritlabs The Bat 1.14 All All All
Ritlabs The Bat 1.15 All All All
Ritlabs The Bat 117 All All All
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l Application Ritlabs The Bat 2.0.1 All All All
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The Bat! File Permissions Let Local Users Access the Mail of Other Local Users - SecurityTracker SECTRACK  securitytracker.com

Rit Research Labs The Bat! User Directories Insecure Default Permissions Vulnerability BID www.securityfocus.com
IBM X-Force Exchange XF exchange.xforce.ibmcloud
SecurityFocus BUGTRAQ  www.securityfocus.com
CVE Program record CVE.ORG WWW.Cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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