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CVE CVE-2003-1154
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-12-31 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description MAILsweeper for SMTP 4.3 allows remote attackers to bypass virus protection via a mail message with a malformed zip att

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low
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Sonfidentiality
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\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Clearswift Mailsweeper 4.0 All All All


https://cve.report/
https://cve.report/CVE-2003-1154/mitre
https://cve.report/CVE-2003-1154/nist
https://cve.report/CVE-2003-1154/cve_org
https://cve.report/api/cve/CVE-2003-1154.json
https://cve.report/CVE-2003-1154.pdf
http://cve.report/vendor/clearswift
http://cve.report/software/clearswift/mailsweeper

Application Clearswift Mailsweeper 4.1 All All All
Application Clearswift Mailsweeper 4.2 All All All
Application Clearswift Mailsweeper 4.3 All All All
Application Clearswift Mailsweeper 4.3.10 All All All
Application Clearswift Mailsweeper 433 All All All
Application Clearswift Mailsweeper 4.3.4 All All All
Application Clearswift Mailsweeper 435 All All All
Application Clearswift Mailsweeper 4.3.6 All All All
Application Clearswift Mailsweeper 4.3.6_sp1 All All All
Application Clearswift Mailsweeper 4.3.7 All All All
Application Clearswift Mailsweeper 43.8 All All All

Vendor Declared Affected Products

Source Vendor Product Version Platforms
CNA Na N/a affected n/a Not specified
Reference

IBM X-Force Exchange

Clearswift MAILsweeper for SMTP Zip Archive Filtering Bypass Vulnerability

Secunia - Advisories - MAlLsweeper Malformed Zip Archive Virus Detection Bypass

www.osvdb.org/2772

Computerworld New Zealand - The leading source of technology news, analysis and tools for IT decision makers, managers and professionals
CVE Program record

NVD vulnerability detail

4] |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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