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CVE-2003-1226

Source: Mitre Source: NIST CVE.ORG Print: PDF %5

AVLIACUAUNCPIINAN Certain versions of Weblogic Server from Bea contain the following
’ vulnerability:

BEA WebLogic Server and Express 7.0 and 7.0.0.1 stores certain
secrets concerning password encryption insecurely in config.xml,
filerealm.properties, and weblogic-rar.xml, which allows local users to
learn those secrets and decrypt passwords.

CVE-2003-1226 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 21-LOW

Access Access Authentication
Vector Complexity

Low [NONE_
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE | [ NONE |
CVE References

Description Tags Link

BEA Systems WebLogic Encryption Information Disclosure Weakness (D) BID 7587

BEA Systems WebLogic Multiple Password Storage Vulnerabilities (%) BID 7563

Patch available to prevent clear-text passwords O BEA BEA03-30.00

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.
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There are currently no QIDs associated with this CVE
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No vendor comments have been submitted for this CVE
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