CVE

State

Assigner
Source Priority
Published
Updated

Description

/

CVE-2003-1229

MITRE NVD CVE.ORG Print: PDF %5

CVE-2003-1229

PUBLIC

cve@mitre.org

CVE Program / NVD first with legacy fallback
2003-12-31 05:00:00 UTC

2022-09-13 18:45:00 UTC

X509TrustManager in (1) Java Secure Socket Extension (JSSE) in SDK and JRE 1.4.0 through 1.4.0_01, (2) JSSE before
‘\ i

Risk And Classification

Problem Types: CWE-295

NVD Known Affected Configurations (CPE 2.3)
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Vendor Product Version Update Edition Language
Sun Java Web Start 1.0 All All All
Sun Java Web Start 1.0.1 All All All
Sun Java Web Start 1.0.1_01 All All All
Sun Java Web Start 1.0.1_02 All All All
Sun Java Web Start 1.2 All All All
Sun Java Web Start 1.0 All All All
Sun Java Web Start 1.0.1 All All All
Sun Java Web Start 1.0.1_01 All All All
Sun Java Web Start 1.0.1_02 All All All
Sun Java Web Start 1.2 All All All
Sun Java Web Start 1.0 All All All
Sun Java Web Start 1.0.1 All All All
Sun Java Web Start 1.0.1_01 All All All
Sun Java Web Start 1.0.1._02 All All All
Sun Java Web Start 1.2 All All All
Sun Jdk 1.3 All solaris All
Sun Jdk 1.3.0 02 All linux All
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Application Sun Jre 1.3.1 updateia windows All
Application Sun Jre 1.3.1_03 All linux All
Application Sun Jre 1.3.1_03 All solaris All
Application Sun Jre 1.3.1_03 All windows All
Application Sun Jre 1.3.1_05 All linux All
Application Sun Jre 1.3.1_05 All solaris All
Application Sun Jre 1.3.1._05 All windows All
Application Sun Jre 1.4 All linux All
Application Sun Jre 1.4 All solaris All
Application Sun Jre 1.4 All windows All
Application Sun Jre 1.4.0_02 All linux All
Application Sun Jre 1.4.0_02 All solaris All
Application Sun Jre 1.4.0_02 All windows All
Application Sun Jre 1.4.1 All linux All
Application Sun Jre 1.41 All solaris All
Application Sun Jre 1.4.1 All windows All
Application Sun Jsse 1.0.3 All All All
Application Sun Jsse 1.0.3 All All All
Application Sun Jsse 1.0.3 All All All
Reference

Secunia - Advisories - Java fails to validate certificates

#50081: Incorrect Certificate Validation in Java Secure Socket Extension (JSSE), Java Plug-In and Java Web Start java.lang.NullPointerExce
Sun Java Secure Socket Extension (JSSE) May Incorrectly Authenticate Invalid Entities - SecurityTracker

Oracle Java Technologies | Oracle

(HP Issues Fix) Sun Java Secure Socket Extension (JSSE) May Incorrectly Authenticate Invalid Entities - SecurityTracker

IBM X-Force Exchange

Neohapsis Archives - Bugtraq - Incorrect Certificate Validation in Java Secure Socket Extension - From a.loots_at_itsec-ss.nl

Repository / Oval Repository

HPSBUX0301-239

Sun JSSE/Java Plug-In/dava Web Start Incorrect Certificate Validation Vulnerability

(HP Issues Fix for Virtualvault) Sun Java Secure Socket Extension (JSSE) May Incorrectly Authenticate Invalid Entities - Security Tracker
CVE Program record

NVD vulnerability detail
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http://cve.report/vendor/sun
http://cve.report/software/sun/jsse
http://cve.report/vendor/sun
http://cve.report/software/sun/jsse
http://cve.report/vendor/sun
http://cve.report/software/sun/jsse
http://secunia.com/advisories/7943
http://sunsolve.sun.com/search/document.do?assetkey=1-26-50081-1
http://www.securitytracker.com/id?1006001
http://java.sun.com/products/jsse/CHANGES.txt
http://securitytracker.com/id?1006007
https://exchange.xforce.ibmcloud.com/vulnerabilities/11182
http://archives.neohapsis.com/archives/bugtraq/2003-01/0334.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A5883
http://www1.itrc.hp.com/service/cki/docDisplay.do?docId=HPSBUX0301-239
http://www.securityfocus.com/bid/6682
http://securitytracker.com/id?1007483
https://www.cve.org/CVERecord?id=CVE-2003-1229
https://nvd.nist.gov/vuln/detail/CVE-2003-1229

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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