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CVE CVE-2003-1249

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-12-31 05:00:00 UTC

Updated 2008-09-05 20:36:00 UTC

Description Weblntelligence 2.7.1 uses guessable user session cookies, which allows remote attackers to hijack sessions.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Application Businessobjects Webintelligence 2.71 All All All
Application Businessobjects Webintelligence 2.71 All All All

References

Reference

Neohapsis Archives - VulnWatch - [VulnWatch] Weblntelligence session hijacking vulnerability - From dirk.vandroogenbroeck_at_ubizen.com
SecurityFocus HOME Mailing List: BugTraq

Secunia - Advisories - Weblntelligence Session Hijacking

Business Objects Weblntelligence Application Session Hijacking Vulnerability

Weblntelligence Predictable Session Cookies Let Remote Users Hijack Sessions - SecurityTracker

ISS X-Force Database:webintelligence-session-hijacking(11026): Weblntelligence could allow session hijacking

CVE Program record

NVD vulnerability detail

/ |

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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