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AVNACHAUNCNPIAP Certain versions of Mysql from Oracle contain the following
’ vulnerability:

Stack-based buffer overflow in the mysql_real_connect function in the
MySql client library (libmysqlclient) 4.0.13 and earlier allows local users
to execute arbitrary code via a long socket name, a different
vulnerability than CVE-2001-1453.

CVE-2003-1331 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: ~4-MEDIUM

Access Access Authentication
Vector Complexity

HicH ] [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

[ NONE |
CVE References

Description Tags Link
MySQL libmysglclient Library mysql_real_connect() (2 BID 7887
Buffer Overrun Vulnerability
IBM X-Force Exchange € XF mysql-mysqlrealconnect-bo(12337)
NEOHAPSIS - Peace of Mind Through Integrity and 0y FULLDISC 20030612 libmysqiclient 4.x and
Insight below mysql_real_connect() buffer overflow.
MySQL Bugs: #564: mysql_real_connect buffer [ Exploit | 7, CONFIRM bugs.mysgl.com/bug.php?id=564
overflow in unix socket name. bugs.mysqgl.com
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Oracle Mysql All gamma All All

cpe:2.3:a:oracle:mysql:*:gamma:*:*:**:*:*:

«— Previous ID Next ID—
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