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AVNACLAUSCPIPAP Certain versions of Php-nuke from Phpnuke contain the following
vulnerability:

Multiple SQL injection vulnerabilities in Francisco Burzi PHP-Nuke 5.6
and 6.5 allow remote authenticated users to execute arbitrary SQL
commands via (1) a uid (user) cookie to modules.php; and allow
remote attackers to execute arbitrary SQL commands via an aid
(admin) cookie to the Web_Links module in a (2) viewlink, (3)
MostPopular, or (4) NewLinksDate action, different vectors than CVE-2003-0279.

CVE-2003-1340 has been assigned by [J] cve@mitre.org to track the vulnerability
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CVE References

Description Tags Link
SecurityReason - Php-Nuke:users and admins SREASON 3185

password hashes vulnerability

SecurityFocus HOME Mailing List: BugTraq 2y BUGTRAQ 20030530 Php-Nuke:users and admins
password hashes vulnerability

SecurityFocus ) BUGTRAQ 20070927 Re: [waraxe-2007-SA#056] -
Another Sql Injection in NukeSentinel 2.5.11

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
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https://cve.report/
https://cve.report/CVE-2003-1340/mitre
https://cve.report/CVE-2003-1340/nist
https://cve.report/CVE-2003-1340/cve_org
https://cve.report/CVE-2003-1340.pdf
http://cve.report/software/phpnuke/php-nuke
http://cve.report/vendor/phpnuke
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://securityreason.com/securityalert/3185
http://www.securityfocus.com/archive/1/323425
http://www.securityfocus.com/archive/1/480866/100/0/threaded
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Phpnuke Php-nuke 5.6 All All All
Application Phpnuke Php-nuke 6.5 All All All
Application Phpnuke Php-nuke 5.6 All All All
Application Phpnuke Php-nuke 6.5 All All All
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cpe:2.3:a:phpnuke:php-nuke:5.6:*:*****:*:

cpe:2.3:a:phpnuke:php-nuke:6.5:* " " *:*:*:

cpe:2.3:a:phpnuke:php-nuke:5.6:*:*:* " **:*:

cpe:2.3:a:phpnuke:php-nuke:6.5:*:*****:*:

No vendor comments have been submitted for this CVE
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