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Summary

CVE CVE-2003-1341

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-12-31 05:00:00 UTC

Updated 2017-07-29 01:29:00 UTC

Description The default installation of Trend Micro OfficeScan 3.0 through 3.54 and 5.x allows remote attackers to bypass authentication from cgiChkMasterPasswd.exe and gain access to the web management console via a direct request to cgiMasterPwd.exe.

Risk And Classification

Problem Types: CWE-16

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trend Micro Officescan 3.0 All corporate All

Application Trend Micro Officescan 3.0 All corporate_for_windows_nt_server All

Application Trend Micro Officescan 3.1.1 All corporate_for_windows_nt_server All

Application Trend Micro Officescan 3.11 All corporate All

Application Trend Micro Officescan 3.11 All corporate_for_windows_nt_server All

Application Trend Micro Officescan 3.13 All corporate All

Application Trend Micro Officescan 3.13 All corporate_for_windows_nt_server All

Application Trend Micro Officescan 3.5 All corporate All

Application Trend Micro Officescan 3.5 All corporate_for_windows_nt_server All

Application Trend Micro Officescan 3.54 All corporate All

Application Trend Micro Officescan 3.0 All corporate All

Application Trend Micro Officescan 3.0 All corporate_for_windows_nt_server All

Application Trend Micro Officescan 3.1.1 All corporate_for_windows_nt_server All

Application Trend Micro Officescan 3.11 All corporate All

Application Trend Micro Officescan 3.11 All corporate_for_windows_nt_server All

Application Trend Micro Officescan 3.13 All corporate All

Application Trend Micro Officescan 3.13 All corporate_for_windows_nt_server All
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Application Trend Micro Officescan 3.13 All corporate_for_windows_nt_server All

Application Trend Micro Officescan 3.5 All corporate All

Application Trend Micro Officescan 3.5 All corporate_for_windows_nt_server All

Application Trend Micro Officescan 3.54 All corporate All

Application Trend Micro Virus Buster 3.52 All corporate All

Application Trend Micro Virus Buster 3.53 All corporate All

Application Trend Micro Virus Buster 3.54 All corporate All

Application Trend Micro Virus Buster 3.52 All corporate All

Application Trend Micro Virus Buster 3.53 All corporate All

Application Trend Micro Virus Buster 3.54 All corporate All

References

Reference Source Link Tags

Trend Micro OfficeScan CGI Directory Insufficient Permissions Vulnerability BID www.securityfocus.com Exploit, Patch

Secunia - Advisories - TrendMicro security bypass SECUNIA secunia.com Vendor Advisory

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Solution Detail CONFIRM kb.trendmicro.com

6181 OSVDB www.osvdb.org

NEOHAPSIS - Peace of Mind Through Integrity and Insight VULNWATCH archives.neohapsis.com

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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