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Summary

CVE CVE-2003-1343

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-12-31 05:00:00 UTC

Updated 2017-07-29 01:29:00 UTC

Description Trend Micro ScanMail for Exchange (SMEX) before 3.81 and before 6.1 might install a back door account in smg_Smxcfg30.exe, which allows remote attackers to gain access to the web management interface via the vcc parameter, possibly "3560121183d3".

Risk And Classification

Problem Types: CWE-287

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Trend Micro Scanmail All All microsoft_exchange All

Application Trend Micro Scanmail All All microsoft_exchange All

References

Reference Source Link

Neohapsis Archives - VulnWatch - RE: [VulnWatch] Assorted Trend Vulns Rev 2.0 - From shayne_at_fennon.com VULNWATCH archives.neohapsis.com

Secunia - Advisories - TrendMicro security bypass SECUNIA secunia.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

kb.trendmicro.com/solutions/solutionDetail.asp CONFIRM kb.trendmicro.com

Trend Micro ScanMail For Exchange Authentication Bypass Vulnerability BID www.securityfocus.com

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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