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Summary

CVE CVE-2003-1363

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-12-31 05:00:00 UTC

Updated 2008-09-05 20:36:00 UTC

Description The remote web management interface of Aprelium Technologies Abyss Web Server 1.1.2 and earlier does not log connection attempts to the web management port (9999), which allows remote attackers to mount brute force attacks on the administration console without detection.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Aprelium Technologies Abyss Web Server All All All All

References

Reference Source

Abyss Web Server Administrative Interface Failed Login Recording Weakness BID

Neohapsis Archives - Bugtraq - Abyss WebServer Brute Force Vulnerability - From tgadams_at_bellsouth.net BUGTRAQ

ISS X-Force Database:abyss-web-admin-bruteforce(11310): Abyss Web Server Web management interface brute force attack XF

CVE Program record CVE.ORG

NVD vulnerability detail NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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consequences of his or her direct or indirect use of this web site. ALL WARRANTIES OF ANY KIND ARE EXPRESSLY DISCLAIMED. This
site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.
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