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Summary

CVE CVE-2003-1469

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2003-12-31 05:00:00 UTC

Updated 2017-07-29 01:29:00 UTC

Description The default configuration of ColdFusion MX has the "Enable Robust Exception Information" option selected, which allows remote attackers to obtain the full path of the web server via a direct request to CFIDE/probe.cfm, which leaks the path in an error message.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Macromedia Coldfusion All All All All

Application Macromedia Coldfusion All All developer All

Application Macromedia Coldfusion 6.0 All All All

Application Macromedia Coldfusion All All All All

Application Macromedia Coldfusion All All developer All

Application Macromedia Coldfusion 6.0 All All All

Application Macromedia Coldfusion Professional All All All All

Application Macromedia Coldfusion Professional All All All All

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows 2000 All All All All

Operating System Microsoft Windows Nt All All All All

Operating System Microsoft Windows Nt All All All All

Operating System Microsoft Windows Xp All All All All

Operating System Microsoft Windows Xp All All All All
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NII Advisory - Path Disclosure in Cold Fusion MX Server - CXSecurity.com SREASON securityreason.com

Macromedia ColdFusion MX Error Message Path Disclosure Vulnerability BID www.securityfocus.com Exploit

SecurityFocus HOME Mailing List: BugTraq BUGTRAQ www.securityfocus.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Nii.co.in Domain Name Is Available to Buy - Domain Name Marketplace MISC www.nii.co.in

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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