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AVNACMAUNCNIPAN Certain versions of Vpop3 Web Mail Server from Pscs contain the
following vulnerability:

Cross-site scripting (XSS) vulnerability in PSCS VPOP3 Web Mail
server 2.0e and 2.0f allows remote attackers to inject arbitrary web
script or HTML via the redirect parameter to the admin/index.html page.

CVE-2003-1522 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 4.3-MEDIUM

Access Access Authentication

Vector Complexity

[ NN

Confidentiality Integrity Availability

Impact Impact Impact
CVE References

Description Tags Link

VPOP3 Revision History & CONFIRM

www.pscs.co.uk/products/vpop3/whatsnew.html

'VPOP3 Web Mail Cross-Site Scripting A MISC

Vulnerability' - SecuriTeam www.securiteam.com/windowsntfocus/6S00S008KW.html

IBM X-Force Exchange € XF vpop3-login-xss(13459)

PSCS VPOP3 Email Server WebAdmin Cross-  [IZ5IET (%) BID 8869

Site Scripting Vulnerability
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https://cve.report/
https://cve.report/CVE-2003-1522/mitre
https://cve.report/CVE-2003-1522/nist
https://cve.report/CVE-2003-1522/cve_org
https://cve.report/CVE-2003-1522.pdf
http://cve.report/software/pscs/vpop3_web_mail_server
http://cve.report/vendor/pscs
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
https://web.archive.org/web/2003/http://www.pscs.co.uk/products/vpop3/whatsnew.html
http://www.securiteam.com/windowsntfocus/6S00S008KW.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/13459
http://cve.report/bid/8869
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CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
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comment@cve.report.
There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Pscs Vpop3 Web Mail Server 2.0e All All All
Application Pscs Vpop3 Web Mail Server 2.0f All All All
Application Pscs Vpop3 Web Mail Server 2.0e All All All
Application Pscs Vpop3 Web Mail Server 2.0f All All All
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cpe:2.3:a:pscs:vpop3_web_mail_server:2.0f:*:* "
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No vendor comments have been submitted for this CVE
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