VE-2 -1564
Published on: 12/31/2003 05:00:00 AM UTC
Last Modified on: 03/23/2021 11:28:44 PM UTC

CVE-2003-1564

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNACMAUNCCICAC Certain versions of Libxml2 from Xmlsoft contain the following
’ vulnerability:

libxml2, possibly before 2.5.0, does not properly detect recursion
during entity expansion, which allows context-dependent attackers to
cause a denial of service (memory and CPU consumption) via a
crafted XML document containing a large number of nested entity
references, aka the "billion laughs attack."

CVE-2003-1564 has been assigned by [f] cve@mitre.org to track the vulnerability

CVSS2 Score: 9.3-HIGH

Access Access Authentication
Vector Complexity
NN |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References
Description Tags Link
Releases (D) MISC xmlsoft.org/news.html
[xml] Security fix for libxmI2 € MLIST [xml] 20080820 Security fix for libxml2
Red Hat update for libxml2 - Y{ SECUNIA 31868

Secunia Advisories - Vulnerability — FEIETT
Intelligence - Secunia.com

Time to upgrade libxml2 : @ MISC
programming www.reddit.com/r/programming/comments/65843/time_to_upgrade_libxmlI2
Support | Red Hat & REDHAT RHSA-2008:0886



https://cve.report/
https://cve.report/CVE-2003-1564/mitre
https://cve.report/CVE-2003-1564/nist
https://cve.report/CVE-2003-1564/cve_org
https://cve.report/CVE-2003-1564.pdf
http://cve.report/software/xmlsoft/libxml2
http://cve.report/vendor/xmlsoft
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://xmlsoft.org/news.html
https://cve.report/CVE-2003-1564/0d1c4d86
https://web.archive.org/web/2003/http://secunia.com/advisories/31868
http://www.reddit.com/r/programming/comments/65843/time_to_upgrade_libxml2
http://www.redhat.com/support/errata/RHSA-2008-0886.html

404 - File or directory not found. @ MLIST [xml-dev] 20030202 Re: Elliotte Rusty Harold on Web Services

By selecting these links, you may be leaving CVEreport webspace. We have provided these links to other websites because they may have information that
would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language
Application Xmlsoft Libxml2 1.7.0 All All All
Application Xmisoft LibxmI2 1.7.1 All All All
Application Xmlsoft Libxml2 1.7.2 All All All
Application Xmisoft LibxmlI2 1.7.3 All All All
Application Xmlsoft Libxml2 1.7.4 All All All
Application Xmlsoft Libxml2 1.8.0 All All All
Application Xmlsoft Libxml2 1.8.1 All All All
Application Xmlsoft Libxml2 1.8.10 All All All
Application Xmlsoft Libxml2 1.8.13 All All All
Application Xmlsoft Libxml2 1.8.14 All All All
Application Xmlsoft Libxml2 1.8.16 All All All
Application Xmlsoft Libxml2 1.8.2 All All All
Application Xmisoft LibxmlI2 1.8.3 All All All
Application Xmlsoft Libxml2 1.8.4 All All All
Application Xmisoft LibxmlI2 1.8.5 All All All
Application Xmlsoft Libxml2 1.8.6 All All All
Application Xmlsoft Libxml2 1.8.7 All All All
Application Xmlsoft Libxml2 1.8.9 All All All
Application Xmisoft LibxmI2 2.0.0 All All All
Application Xmlsoft Libxml2 2.1.0 All All All
Application Xmisoft LibxmlI2 2.1.1 All All All
Application Xmlsoft Libxml2 2.2.0 All All All
Application Xmisoft LibxmI2 2.2.0 beta All All
Application Xmlsoft Libxml2 2.2.1 All All All

Application Xmlsoft Libxml2 2.2.10 All All All
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cpe:2.3:a:xxmlisoft:libxml2:1.7.0:*

cpe:2.3:a:xmlisoft:libxml2:1.7.1 %

cpe:2.3:a:xxmlisoft:libxml2:1.7.2:% %

cpe:2.3:a:xxmlisoft:libxml2:1.7.3:*

cpe:2.3:a:xxmlisoft:libxml2:1.7.4:% %%
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cpe:2.3:a:xmisoft:libxmi2:1.8.0:":":" """

cpe:2.3:a:xxmlsoft:libxml2:1.8.1: % "

cpe:2.3:a:xxmlsoft:libxml2:1.8.2:*:*: " :*:*:

cpe:2.3:a:xxmlsoft:libxml2:1.8.3:*:*: "

cpe:2.3:a:xxmlsoft:libxml2:1.8.4:** "

cpe:2.3:a:xxmlsoft:libxml2:1.8.5:** "

cpe:2.3:a:xxmlsoft:libxml2:1.8.6:*:*:*:*:**:*:

cpe:2.3:a:xxmlsoft:libxml2:1.8. 7% "

cpe:2.3:a:xxmlsoft:libxml2:1.8.9:* % "

cpe:2.3:a:xxmlsoft:libxml2:2.0.0:* %

cpe:2.3:a:xxmlsoft:liboxml2:2.1.0:%*

cpe:2.3:a:xxmlsoft:liboxml2:2.1.1 %% %

cpe:2.3:a:xxmlsoft:libxml2:2.2.0:*:*:*:***:

dkak kR kuk.

cpe:2.3:a:xxmlsoft:libxml2:2.2.0:beta:*:*:*:*:*:*:

cpe:2.3:a:xxmlisoft:libxml2:2.2.1 %

cpe:2.3:a:xxmlisoft:libxml2:2.2.2:*

cpe:2.3:a:xxmlisoft:libxml2:2.2.3:*

cpe:2.3:a:xxmlisoft:libxml2:2.2.4 %

cpe:2.3:a:xxmlisoft:libxml2:2.2.5:* >

cpe:2.3:a:xxmlisoft:libxml2:2.2.6:* " *:

cpe:2.3:a:xmlisoft:libxml2:2.2.7 %"

cpe:2.3:a:xxmlisoft:libxml2:2.2.8:* %" *:

cpe:2.3:a:xxmlisoft:libxml2:2.2.9:* "%



cpe:2.3:a:xxmlsoft:libxml2:2.3.0:*:* "

cpe:2.3:a:xxmlsoft:libxml2:2.3.1 %%

cpe:2.3:a:xxmlsoft:libxml2:2.3.2:%:* %"

cpe:2.3:a:xxmlsoft:libxml2:2.3.3:*:* %"

cpe:2.3:a:xxmlsoft:libxml2:2.3.4:** "

cpe:2.3:a:xxmlsoft:libxml2:2.3.5:%* "

cpe:2.3:a:xxmlsoft:libxml2:2.3.6:%:*: " *:*:

cpe:2.3:a:xxmlsoft:libxml2:2.3.7 %%

cpe:2.3:a:xxmlsoft:libxml2:2.3.8:*:*:*:***:*:

cpe:2.3:a:xxmlsoft:libxml2:2.3.9:% % :***:*:

cpe:2.3:a:xxmlsoft:liboxml2:2.4.1 %% *



cpe:2.3:a:xxmlsoft:liboxml2:2.4.4:** >

cpe:2.3:a:xxmlsoft:libxml2:2.4.5:% % %

cpe:2.3:a:xxmlsoft:libxml2:2.4.6:%:*:*:***:*:

cpe:2.3:a:xxmlsoft:liboxml2:2.4.7 %>

cpe:2.3:a:xxmlsoft:libxml2:2.4.8:*:*:*:***:*:

cpe:2.3:a:xmlsoft:libxml2:2.4.9:* % :***:

cpe:2.3:a:xxmlsoft:libxml2:2.5.0:%:*:*:***:*:

cpe:2.3:a:xxmlisoft:libxml2:1.7.0:

cpe:2.3:a:xxmlisoft:libxml2:1.7.1 %

cpe:2.3:a:xxmlisoft:libxml2:1.7.2:%

cpe:2.3:a:xxmlisoft:libxml2:1.7.3:

cpe:2.3:a:xxmlisoft:libxml2:1.7.4:*

cpe:2.3:a:xxmlisoft:libxml2:1.8.0:*

cpe:2.3:a:xxmlisoft:libxml2:1.8.1 % %

kKoK kKK,

cpe:2.3:a:xxmisoft:libxml2:1.8.10:****:*:*:

Rk ok kKoK Lk,

cpe:2.3:a:xmisoft:libxml2:1.8.13:*:***:*:*:



cpe:2.3:a:xxmlsoft:libxml2:1.8.2:%:* "

cpe:2.3:a:xxmlsoft:libxml2:1.8.3:*:* """

cpe:2.3:a:xxmlsoft:libxml2:1.8.4:*:* %"

cpe:2.3:a:xxmlsoft:libxml2:1.8.5:**: "

cpe:2.3:a:xxmlsoft:libxml2:1.8.6:*:* """ *:*:

cpe:2.3:a:xxmlsoft:libxml2:1.8. 7% "

cpe:2.3:a:xxmlsoft:libxml2:1.8.9:*:* "

cpe:2.3:a:xxmlsoft:libxml2:2.0.0:*:*: "

cpe:2.3:a:xxmlsoft:libxml2:2.1.0:** "

cpe:2.3:a:xxmlsoft:libxml2:2.1.1 %% %

cpe:2.3:a:xxmlsoft:libxml2:2.2.0:** "

dkakakkkak.

cpe:2.3:a:xxmlsoft:libxml2:2.2.0:beta:*:*:*:*:*:*:

cpe:2.3:a:xxmlsoft:libxml2:2.2.1 %% %

Ak kKK kLK Lk,

cpe:2.3:a:xxmlsoft:libxml2:2.2.11 %%

cpe:2.3:a:xxmlsoft:libxml2:2.2.2:% %% *::

cpe:2.3:a:xxmlsoft:libxml2:2.2.3:*:*:*:*

cpe:2.3:a:xxmlisoft:libxml2:2.2.4

cpe:2.3:a:xxmlisoft:libxml2:2.2.5:* "™

cpe:2.3:a:xxmlisoft:libxml2:2.2.6:* ™

cpe:2.3:a:xxmlisoft:libxml2:2.2.7:*

cpe:2.3:a:xxmlisoft:libxml2:2.2.8:* " :*:

cpe:2.3:a:xxmlisoft:libxml2:2.2.9:****

cpe:2.3:a:xxmlisoft:libxml2:2.3.0:* "

cpe:2.3:a:xxmlisoft:libxml2:2.3.1 %



cpe:2.3:a:xxmlsoft:libxml2:2.3.2:%:* %"

cpe:2.3:a:xxmlsoft:libxml2:2.3.3:*:* %"

cpe:2.3:a:xxmlsoft:libxml2:2.3.4:*:* %"

cpe:2.3:a:xxmlsoft:libxml2:2.3.5:%:* %"

cpe:2.3:a:xxmlsoft:libxml2:2.3.6:%:* "

cpe:2.3:a:xxmlsoft:libxml2:2.3.7:** %"

cpe:2.3:a:xxmlsoft:libxml2:2.3.8:*:*: "

cpe:2.3:a:xxmlsoft:libxml2:2.3.9:%* "

cpe:2.3:a:xxmlsoft:liboxml2:2.4.1 %%

cnea? 3-axmlsoft-lihxml2:2 4 DR-*-*-*-*-*%-*.



e e i e s e s

cpe:2.3:a:xxmlsoft:libxml2:2.4.4:** ="

cpe:2.3:a:xxmlsoft:libxml2:2.4.5:%% %"

cpe:2.3:a:xxmlsoft:libxml2:2.4.6:*:* "

cpe:2.3:a:xxmlsoft:libxml2:2.4. 7%

cpe:2.3:a:xxmlsoft:libxml2:2.4.8:*:* %" *::

cpe:2.3:a:xxmlsoft:libxml2:2.4.9:* % "

cpe:2.3:a:xxmlsoft:libxml2:2.5.0:% % "

No vendor comments have been submitted for this CVE
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