
CVE-2003-1567
MITRE  NVD  CVE.ORG  Print: PDF 

Summary

CVE CVE-2003-1567

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2009-01-15 00:30:00 UTC

Updated 2009-01-16 05:00:00 UTC

Description The undocumented TRACK method in Microsoft Internet Information Services (IIS) 5.0 returns the content of the original request in the body of the response, which makes it easier for remote attackers to steal cookies and authentication credentials, or bypass the HttpOnly protection mechanism, by using TRACK to read the contents of the HTTP headers that are returned in the response, a technique that is similar to cross-site tracing (XST) using HTTP TRACE.

Risk And Classification

Problem Types: CWE-200

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Microsoft Internet Information Services 5.0 All All All

Application Microsoft Internet Information Services 5.0 All All All

References

Reference Source Link Tags

www.aqtronix.com/Advisories/AQ-2003-02.txt MISC www.aqtronix.com Exploit

5648 OSVDB www.osvdb.org Exploit

CERT/CC Vulnerability Note VU#288308 CERT-VN www.kb.cert.org US Government Resource

Neohapsis Archives - NTBugtraq - #0321 - AQ-2003-02: Microsoft IIS Logging Failure NTBUGTRAQ archives.neohapsis.com Exploit

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis

No vendor comments have been submitted for this CVE.

Legacy QID Mappings

296059 Oracle Solaris 11.4 Support Repository Update (SRU) 36.0.1.101.2 Missing (CPUJUL2021)
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