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CVE CVE-2004-0002
State PUBLIC
Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-03-03 05:00:00 UTC
Updated 2008-09-10 19:24:00 UTC
Description The TCP MSS (maximum segment size) functionality in netinet allows remote attackers to cause a denial of service (resour

/ |

1|

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language
Operating System Freebsd Freebsd 3.0 All All All
Operating System Freebsd Freebsd 3.0 releng All All
Operating System Freebsd Freebsd 3.1 All All All
Operating System Freebsd Freebsd 3.2 All All All
Operating System Freebsd Freebsd 3.3 All All All
Operating System Freebsd Freebsd 3.4 All All All
Operating System Freebsd Freebsd 3.5 All All All
Operating System Freebsd Freebsd 3.5 stable All All
Operating System Freebsd Freebsd 3.5.1 All All All
Operating System Freebsd Freebsd 3.5.1 release All All
Operating System Freebsd Freebsd 3.5.1 stable All All
Operating System Freebsd Freebsd 4.0 All All All
Operating System Freebsd Freebsd 4.0 alpha All All
Operating System Freebsd Freebsd 4.0 releng All All
Operating System Freebsd Freebsd 41 All All All
Operating System Freebsd Freebsd 4141 All All All
Operating System Freebsd Freebsd 411 release All All
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Operating System Freebsd Freebsd 4.4 stable All All
Operating System Freebsd Freebsd 4.5 All All All
Operating System Freebsd Freebsd 4.5 release All All
Operating System Freebsd Freebsd 4.5 release_p32 All All
Operating System Freebsd Freebsd 4.5 releng All All
Operating System Freebsd Freebsd 4.5 stable All All
Operating System Freebsd Freebsd 4.6 All All All
Operating System Freebsd Freebsd 4.6 release All All
Operating System Freebsd Freebsd 4.6 release_p20 All All
Operating System Freebsd Freebsd 4.6 releng All All
Operating System Freebsd Freebsd 4.6 stable All All
Operating System Freebsd Freebsd 4.6.2 All All All
Operating System Freebsd Freebsd 4.7 All All All
Operating System Freebsd Freebsd 4.7 release All All
Operating System Freebsd Freebsd 4.7 release_p17 All All
Operating System Freebsd Freebsd 4.7 releng All All
Operating System Freebsd Freebsd 4.7 stable All All
Operating System Freebsd Freebsd 4.8 All All All
Operating System Freebsd Freebsd 4.8 pre-release All All
Operating System Freebsd Freebsd 4.8 release_p6 All All
Operating System Freebsd Freebsd 4.8 releng All All
Operating System Freebsd Freebsd 4.9 All All All
Operating System Freebsd Freebsd 4.9 pre-release All All
Operating System Freebsd Freebsd 5.0 All All All
Operating System Freebsd Freebsd 5.0 alpha All All
Operating System Freebsd Freebsd 5.0 release_p14 All All
Operating System Freebsd Freebsd 5.0 releng All All
Operating System Freebsd Freebsd 5.1 All All All
Operating System Freebsd Freebsd 5.1 release_p5 All All
Operating System Freebsd Freebsd 5.1 releng All All
Operating System Freebsd Freebsd 5.2 All All All

References

Reference Source Link Tags
cvs commit: src/sys/netinet ip_icmp.c tcp.h tcp_input.c tcp_subr.c tcp_usrreqg.c tcp_var.h  CONFIRM lists.freebsd.org  Patch, Vendor Adv
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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site will NOT BE LIABLE FOR ANY DIRECT, INDIRECT or any other kind of loss.

CVE, CWE, and OVAL are registred trademarks of The MITRE Corporation and the authoritative source of CVE content is MITRE's CVE web
site. This site includes MITRE data granted under the following license.

Free CVE JSON API cve.report/api

CVE.report and Source URL Uptime Status status.cve.report


https://nvd.nist.gov/vuln/detail/CVE-2004-0002
https://cve.report/
https://uspto.report/company/Mitre-Corp
https://cve.report/mitre
http://cve.report/mitre_license.txt
https://cve.report/api
https://status.cve.report

	CVE-2004-0002
	Summary
	Risk And Classification
	NVD Known Affected Configurations (CPE 2.3)
	References


