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Summary

CVE CVE-2004-0005

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-03-03 05:00:00 UTC

Updated 2017-07-11 01:29:00 UTC

Description Multiple buffer overflows in Gaim 0.75 allow remote attackers to cause a denial of service and possibly execute arbitrary code via (1) octal encoding in yahoo_decode that causes a null byte to be written beyond the buffer, (2) octal encoding in yahoo_decode that causes a pointer to reference memory beyond the terminating null byte, (3) a quoted printable string to the gaim_quotedp_decode MIME decoder that causes a null byte to be written beyond the buffer, and (4) quoted printable encoding in gaim_quotedp_decode that causes a pointer to reference memory beyond the terminating null byte.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rob Flynn Gaim 0.75 All All All

Application Rob Flynn Gaim 0.75 All All All

References

Reference Source Link

Home - Conectiva CONECTIVA distro.conectiva.com.br

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

3736 OSVDB www.osvdb.org

Neohapsis Archives - Full Disclosure List - #0994 - [Full-Disclosure] Advisory 01/2004: 12 x Gaim remote overflows FULLDISC archives.neohapsis.com

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

The Slackware Linux Project: Slackware Security Advisories SLACKWARE www.slackware.com

GAIM 0.75 Remote overflows (GLSA 200401-04) — Gentoo security GENTOO security.gentoo.org

e-matters : SECURITY MISC security.e-matters.de

'Advisory 01/2004: 12 x Gaim remote overflows' - MARC BUGTRAQ marc.info

US-CERT Vulnerability Note VU#190366 CERT-VN www.kb.cert.org

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Security Announcement SUSE www.novell.com
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IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

Debian -- Security Information -- DSA-434-1 gaim DEBIAN www.debian.org

Gaim Contains Multiple Overflows That Let a Remote User Execute Arbitrary Code - SecurityTracker SECTRACK www.securitytracker.com

US-CERT Vulnerability Note VU#226974 CERT-VN www.kb.cert.org

US-CERT Vulnerability Note VU#404470 CERT-VN www.kb.cert.org

US-CERT Vulnerability Note VU#655974 CERT-VN www.kb.cert.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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