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CVE CVE-2004-0008
State PUBLISHED
Assigner mitre

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-03-03 05:00:00 UTC
Updated 2025-04-03 01:03:51 UTC
Description Integer overflow in Gaim 0.74 and earlier, and Ultramagnetic before 0.81, allows remote attackers to cause a denial of serv

/ |

Risk And Classification

Primary CVSS: v2.0 7.5 from nvd@nist.gov

AV:N/AC:L/Au:N/C:P/I:P/A:P

Problem Types: NVD-CWE-Other | n/a

CVSS v2.0 Breakdown

\ccess Vector

\ccess Complexity

Low

\uthentication
Sonfidentiality

ntegrity

\vailability

AV:N/AC:L/Au:N/C:P/I:P/A:P

w [0

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Rob Flynn Gaim All All All All


https://cve.report/
https://cve.report/CVE-2004-0008/mitre
https://cve.report/CVE-2004-0008/nist
https://cve.report/CVE-2004-0008/cve_org
https://cve.report/api/cve/CVE-2004-0008.json
https://cve.report/CVE-2004-0008.pdf
http://cve.report/vendor/rob_flynn
http://cve.report/software/rob_flynn/gaim

Application Ultramagnetic Ultramagnetic All All All

All

Vendor Declared Affected Products

Source Vendor Product Version

CNA Na N/a affected n/a

Platforms

Not specified

References

Reference
patches.sgi.com/support/free/security/advisories/20040201-01-U.asc
redhat.com | Red Hat Support

Repository / Oval Repository

Advisories - Mandriva

redhat.com | Red Hat Support

Gentoo Linux Documentation -- GAIM 0.75 Remote overflows

e-matters : SECURITY

US-CERT Vulnerability Note VU#779614
patches.sgi.com/support/free/security/advisories/20040202-01-U.asc
Repository / Oval Repository

www.osvdb.org/3734

Ultramagnetic Advisories

IBM X-Force Exchange

Home - Conectiva

Gaim Contains Multiple Overflows That Let a Remote User Execute Arbitrary Code - Security Tracker
Neohapsis Archives - Full Disclosure List - #0994 - [Full-Disclosure] Advisory 01/2004: 12 x Gaim remote overflows
redhat.com | Red Hat Support

'Ultramagnetic Advisory #001: Multiple vulnerabilities in Gaim code' - MARC
Debian -- Security Information -- DSA-434-1 gaim

'Advisory 01/2004: 12 x Gaim remote overflows' - MARC
'[slackware-security] GAIM security update (SSA:2004-026-01)' - MARC
CVE Program record

NVD vulnerability detail

/ |
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CVE.ORG

NVD

No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.


http://cve.report/vendor/ultramagnetic
http://cve.report/software/ultramagnetic/ultramagnetic
http://cve.report/vendor/na
http://cve.report/software/na/n/a
ftp://patches.sgi.com/support/free/security/advisories/20040201-01-U.asc
http://www.redhat.com/support/errata/RHSA-2004-033.html
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A820
http://www.mandriva.com/security/advisories?name=MDKSA-2004:006
http://www.redhat.com/support/errata/RHSA-2004-032.html
http://security.gentoo.org/glsa/glsa-200401-04.xml
http://security.e-matters.de/advisories/012004.html
http://www.kb.cert.org/vuls/id/779614
ftp://patches.sgi.com/support/free/security/advisories/20040202-01-U.asc
https://oval.cisecurity.org/repository/search/definition/oval%253Aorg.mitre.oval%253Adef%253A9469
http://www.osvdb.org/3734
http://ultramagnetic.sourceforge.net/advisories/001.html
https://exchange.xforce.ibmcloud.com/vulnerabilities/14937
http://distro.conectiva.com.br/atualizacoes/?id=a&anuncio=000813
http://www.securitytracker.com/id?1008850
http://archives.neohapsis.com/archives/fulldisclosure/2004-01/0994.html
http://www.redhat.com/support/errata/RHSA-2004-045.html
http://marc.info/?l=bugtraq&m=107522432613022&w=2
http://www.debian.org/security/2004/dsa-434
http://marc.info/?l=bugtraq&m=107513690306318&w=2
http://marc.info/?l=bugtraq&m=107522338611564&w=2
https://www.cve.org/CVERecord?id=CVE-2004-0008
https://nvd.nist.gov/vuln/detail/CVE-2004-0008
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