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Summary

CVE CVE-2004-0056

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-02-17 05:00:00 UTC

Updated 2008-09-05 20:37:00 UTC

Description Multiple vulnerabilities in the H.323 protocol implementation for Nortel Networks Business Communications Manager (BCM), Succession 1000 IP Trunk and IP Peer Networking, and 802.11 Wireless IP Gateway allow remote attackers to cause a denial of service and possibly execute arbitrary code, as demonstrated by the NISCC/OUSPG PROTOS test suite for the H.225 protocol.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Hardware Nortel 802.11 Wireless Ip Gateway All All All All

Hardware Nortel 802.11 Wireless Ip Gateway All All All All

Application Nortel Business Communications Manager All All All All

Application Nortel Business Communications Manager All All All All

Hardware Nortel Succession Communication Server 1000 All All All All

Hardware Nortel Succession Communication Server 1000 All All All All

References

Reference Source Link

www.uniras.gov.uk/vuls/2004/006489/h323.htm MISC www.uniras.gov.uk

CERT Advisory CA-2004-01 Multiple H.323 Message Vulnerabilities CERT www.cert.org

Multiple Vendor H.323 Protocol Implementation Vulnerabilities BID www.securityfocus.com

Nortel Business Communications Manager H.323 Flaws Let Remote Users Deny Service - SecurityTracker SECTRACK www.securitytracker.com

US-CERT Vulnerability Note VU#749342 CERT-VN www.kb.cert.org

CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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