CVE-2004-0068
Published on: 02/17/2004 05:00:00 AM UTC
Last Modified on: 03/23/2021 11:28:12 PM UTC

CVE-2004-0068

Source: Mitre Source: NIST CVE.ORG Print: PDF %)

AVNCUAUNCPIPIAP Certain versions of Phpdig from Phpdig.net contain the following
’ vulnerability:

PHP remote file inclusion vulnerability in config.php for PhpDig 1.6.5
and earlier allows remote attackers to execute arbitrary PHP code by
modifying the $relative_script_path parameter to reference a URL on a
remote web server that contains the code.

CVE-2004-0068 has been assigned by [J] cve@mitre.org to track the vulnerability

CVSS2 Score: 7.5-HIGH

Access Access Authentication
Vector Complexity

Low [ NONE |
Confidentiality Integrity Availability
Impact Impact Impact

CVE References

Description Tags Link

'PhpDig 1.6.x: remote command execution' - [ marc.info | (%) BUGTRAQ 20040114 PhpDig 1.6.x: remote command

MARC execution

PHPDig Config.PHP Include Remote [ Patch | (D) BID 9424

Command Execution Vulnerability

503 Service Temporarily Unavailable [ Patch | () CONFIRM www.phpdig.net/showthread.php?
www.phpdig.net s=58bcc71¢c822830ec3bbdaae6d56846e0&threadid=393
texthtml)|

IBM X-Force Exchange € XF phpdig-config-file-include(14826)
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https://cve.report/
https://cve.report/CVE-2004-0068/mitre
https://cve.report/CVE-2004-0068/nist
https://cve.report/CVE-2004-0068/cve_org
https://cve.report/CVE-2004-68.pdf
http://cve.report/software/phpdig.net/phpdig
http://cve.report/vendor/phpdig.net
http://cve.report/glossary/cvss-2-score-details/
http://cve.report/glossary/common-cve-tag-descriptions/
http://marc.info/?l=bugtraq&m=107412194008671&w=2
http://cve.report/bid/9424
http://www.phpdig.net/showthread.php?s=58bcc71c822830ec3bbdaae6d56846e0&threadid=393
https://exchange.xforce.ibmcloud.com/vulnerabilities/14826
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would be of interest to you. No inferences should be drawn on account of other sites being referenced, or not, from this page. There may be other websites that
are more appropriate for your purpose. CVEreport does not necessarily endorse the views expressed, or concur with the facts presented on these sites. Further,
CVEreport does not endorse any commercial products that may be mentioned on these sites. Please address comments about any linked pages to
comment@cve.report.

There are currently no QIDs associated with this CVE

Known Affected Configurations (CPE V2.3)

Type Vendor Product Version Update Edition Language

Application Phpdig.net Phpdig All All All All

cpe:2.3:a:phpdig.net:phpdig:*:*:*:*:**:*:*:

No vendor comments have been submitted for this CVE
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