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Summary

CVE CVE-2004-0080

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-03-03 05:00:00 UTC

Updated 2017-10-10 01:30:00 UTC

Description The login program in util-linux 2.11 and earlier uses a pointer after it has been freed and reallocated, which could cause login to leak sensitive data.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition Language

Application Andries Brouwer Util-linux All All All All

References

Reference Source Link Tags

Util-Linux Login Program Information Leakage Vulnerability BID www.securityfocus.com Vendor Advisory

3796 OSVDB www.osvdb.org

US-CERT Vulnerability Note VU#801526 CERT-VN www.kb.cert.org US Government Resource

Secunia - Advisories - Red Hat util-linux Login Program Information Leakage SECUNIA secunia.com

20040201-01-U SGI patches.sgi.com

'OpenLinux: util-linux could leak sensitive data' - MARC BUGTRAQ marc.info

Gentoo Linux Documentation -- Util-linux login may leak sensitive data GENTOO security.gentoo.org

'LNSA-#2004-0010: login may leak sensitive data' - MARC BUGTRAQ marc.info

IBM X-Force Exchange XF exchange.xforce.ibmcloud.com

20040406-01-U SGI patches.sgi.com

redhat.com | Red Hat Support REDHAT www.redhat.com Patch, Vendor Advisory

CVE Program record CVE.ORG www.cve.org canonical

NVD vulnerability detail NVD nvd.nist.gov canonical, analysis
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http://security.gentoo.org/glsa/glsa-200404-06.xml
http://marc.info/?l=bugtraq&m=108144719532385&w=2
https://exchange.xforce.ibmcloud.com/vulnerabilities/15016
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No vendor comments have been submitted for this CVE.

There are currently no legacy QID mappings associated with this CVE.
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