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Summary

CVE CVE-2004-0112

State PUBLIC

Assigner cve@mitre.org

Source Priority CVE Program / NVD first with legacy fallback

Published 2004-11-23 05:00:00 UTC

Updated 2021-11-08 15:48:00 UTC

Description The SSL/TLS handshaking code in OpenSSL 0.9.7a, 0.9.7b, and 0.9.7c, when using Kerberos ciphersuites, does not properly check the length of Kerberos tickets during a handshake, which allows remote attackers to cause a denial of service (crash) via a crafted SSL/TLS handshake that causes an out-of-bounds read.

Risk And Classification

Problem Types: NVD-CWE-Other

NVD Known Affected Configurations (CPE 2.3)

Type Vendor Product Version Update Edition

Application 4d Webstar 4.0 All All

Application 4d Webstar 5.2 All All

Application 4d Webstar 5.2.1 All All

Application 4d Webstar 5.2.2 All All

Application 4d Webstar 5.2.3 All All

Application 4d Webstar 5.2.4 All All

Application 4d Webstar 5.3 All All

Application 4d Webstar 5.3.1 All All

Application 4d Webstar 4.0 All All

Application 4d Webstar 5.2 All All

Application 4d Webstar 5.2.1 All All

Application 4d Webstar 5.2.2 All All

Application 4d Webstar 5.2.3 All All

Application 4d Webstar 5.2.4 All All

Application 4d Webstar 5.3 All All

Application 4d Webstar 5.3.1 All All

Operating System Apple Mac Os X 10.3.3 All All
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Operating System Apple Mac Os X 10.3.3 All All

Operating System Apple Mac Os X 10.3.3 All All

Operating System Apple Mac Os X Server 10.3.3 All All

Operating System Apple Mac Os X Server 10.3.3 All All

Hardware Avaya Converged Communications Server 2.0 All All

Hardware Avaya Converged Communications Server 2.0 All All

Application Avaya Intuity Audix All All lx

Application Avaya Intuity Audix 5.1.46 All All

Application Avaya Intuity Audix s3210 All All

Application Avaya Intuity Audix s3400 All All

Application Avaya Intuity Audix All All lx

Application Avaya Intuity Audix 5.1.46 All All

Application Avaya Intuity Audix s3210 All All

Application Avaya Intuity Audix s3400 All All

Hardware Avaya S8300 r2.0.0 All All

Hardware Avaya S8300 r2.0.1 All All

Hardware Avaya S8300 r2.0.0 All All

Hardware Avaya S8300 r2.0.1 All All

Hardware Avaya S8500 r2.0.0 All All

Hardware Avaya S8500 r2.0.1 All All

Hardware Avaya S8500 r2.0.0 All All

Hardware Avaya S8500 r2.0.1 All All

Hardware Avaya S8700 r2.0.0 All All

Hardware Avaya S8700 r2.0.1 All All

Hardware Avaya S8700 r2.0.0 All All

Hardware Avaya S8700 r2.0.1 All All

Hardware Avaya Sg200 4.31.29 All All

Hardware Avaya Sg200 4.4 All All

Hardware Avaya Sg200 4.31.29 All All

Hardware Avaya Sg200 4.4 All All

Hardware Avaya Sg203 4.31.29 All All

Hardware Avaya Sg203 4.4 All All

Hardware Avaya Sg203 4.31.29 All All

Hardware Avaya Sg203 4.4 All All

Hardware Avaya Sg208 All All All

Hardware Avaya Sg208 4.4 All All
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Hardware Avaya Sg208 All All All

Hardware Avaya Sg208 4.4 All All

Hardware Avaya Sg5 4.2 All All

Hardware Avaya Sg5 4.3 All All

Hardware Avaya Sg5 4.4 All All

Hardware Avaya Sg5 4.2 All All

Hardware Avaya Sg5 4.3 All All

Hardware Avaya Sg5 4.4 All All

Application Avaya Vsu 10000_r2.0.1 All All

Application Avaya Vsu 100_r2.0.1 All All

Application Avaya Vsu 2000_r2.0.1 All All

Application Avaya Vsu 5 All All

Application Avaya Vsu 500 All All

Application Avaya Vsu 5000_r2.0.1 All All

Application Avaya Vsu 5x All All

Application Avaya Vsu 7500_r2.0.1 All All

Application Avaya Vsu 10000_r2.0.1 All All

Application Avaya Vsu 100_r2.0.1 All All

Application Avaya Vsu 2000_r2.0.1 All All

Application Avaya Vsu 5 All All

Application Avaya Vsu 500 All All

Application Avaya Vsu 5000_r2.0.1 All All

Application Avaya Vsu 5x All All

Application Avaya Vsu 7500_r2.0.1 All All

Operating System Bluecoat Cacheos Ca Sa 4.1.10 All All

Operating System Bluecoat Cacheos Ca Sa 4.1.12 All All

Operating System Bluecoat Cacheos Ca Sa 4.1.10 All All

Operating System Bluecoat Cacheos Ca Sa 4.1.12 All All

Hardware Bluecoat Proxysg All All All

Hardware Bluecoat Proxysg All All All

Application Checkpoint Firewall-1 All All vsx-ng-ai

Application Checkpoint Firewall-1 2.0 All gx

Application Checkpoint Firewall-1 next_generation_fp0 All All

Application Checkpoint Firewall-1 next_generation_fp1 All All

Application Checkpoint Firewall-1 next_generation_fp2 All All

Application Checkpoint Firewall-1 All All vsx-ng-ai
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Application Checkpoint Firewall-1 All All vsx-ng-ai

Application Checkpoint Firewall-1 2.0 All gx

Application Checkpoint Firewall-1 next_generation_fp0 All All

Application Checkpoint Firewall-1 next_generation_fp1 All All

Application Checkpoint Firewall-1 next_generation_fp2 All All

Application Checkpoint Provider-1 4.1 All All

Application Checkpoint Provider-1 4.1 sp1 All

Application Checkpoint Provider-1 4.1 sp2 All

Application Checkpoint Provider-1 4.1 sp3 All

Application Checkpoint Provider-1 4.1 sp4 All

Application Checkpoint Provider-1 4.1 All All

Application Checkpoint Provider-1 4.1 sp1 All

Application Checkpoint Provider-1 4.1 sp2 All

Application Checkpoint Provider-1 4.1 sp3 All

Application Checkpoint Provider-1 4.1 sp4 All

Application Checkpoint Vpn-1 next_generation_fp0 All All

Application Checkpoint Vpn-1 next_generation_fp1 All All

Application Checkpoint Vpn-1 next_generation_fp2 All All

Application Checkpoint Vpn-1 vsx_ng_with_application_intelligence All All

Application Checkpoint Vpn-1 next_generation_fp0 All All

Application Checkpoint Vpn-1 next_generation_fp1 All All

Application Checkpoint Vpn-1 next_generation_fp2 All All

Application Checkpoint Vpn-1 vsx_ng_with_application_intelligence All All

Application Cisco Access Registrar All All All

Application Cisco Access Registrar All All All

Application Cisco Application And Content Networking Software All All All

Application Cisco Application And Content Networking Software All All All

Hardware Cisco Call Manager All All All

Hardware Cisco Call Manager All All All

Application Cisco Ciscoworks Common Management Foundation 2.1 All All

Application Cisco Ciscoworks Common Management Foundation 2.1 All All

Application Cisco Ciscoworks Common Services 2.2 All All

Application Cisco Ciscoworks Common Services 2.2 All All

Hardware Cisco Content Services Switch 11500 All All All

Hardware Cisco Content Services Switch 11500 All All All

Application Cisco Css11000 Content Services Switch All All All
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Application Cisco Css11000 Content Services Switch All All All

Application Cisco Css Secure Content Accelerator 1.0 All All

Application Cisco Css Secure Content Accelerator 2.0 All All

Application Cisco Css Secure Content Accelerator 1.0 All All

Application Cisco Css Secure Content Accelerator 2.0 All All

Hardware Cisco Firewall Services Module All All All

Hardware Cisco Firewall Services Module 1.1.2 All All

Hardware Cisco Firewall Services Module 1.1.3 All All

Hardware Cisco Firewall Services Module 1.1_(3.005) All All

Hardware Cisco Firewall Services Module 1.1_\(3.005\) All All

Hardware Cisco Firewall Services Module 2.1_(0.208) All All

Hardware Cisco Firewall Services Module 2.1_\(0.208\) All All

Hardware Cisco Firewall Services Module All All All

Hardware Cisco Firewall Services Module 1.1.2 All All

Hardware Cisco Firewall Services Module 1.1.3 All All

Hardware Cisco Firewall Services Module 1.1_\(3.005\) All All

Hardware Cisco Firewall Services Module 2.1_\(0.208\) All All

Hardware Cisco Gss 4480 Global Site Selector All All All

Hardware Cisco Gss 4480 Global Site Selector All All All

Hardware Cisco Gss 4490 Global Site Selector All All All

Hardware Cisco Gss 4490 Global Site Selector All All All

Operating System Cisco Ios 12.1(11)e All All

Operating System Cisco Ios 12.1(11b)e All All

Operating System Cisco Ios 12.1(11b)e12 All All

Operating System Cisco Ios 12.1(11b)e14 All All

Operating System Cisco Ios 12.1(13)e9 All All

Operating System Cisco Ios 12.1(19)e1 All All

Operating System Cisco Ios 12.1\(11b\)e All All

Operating System Cisco Ios 12.1\(11b\)e12 All All

Operating System Cisco Ios 12.1\(11b\)e14 All All

Operating System Cisco Ios 12.1\(11\)e All All

Operating System Cisco Ios 12.1\(13\)e9 All All

Operating System Cisco Ios 12.1\(19\)e1 All All

Operating System Cisco Ios 12.2(14)sy All All

Operating System Cisco Ios 12.2(14)sy1 All All
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Operating System Cisco Ios 12.2sy All All

Operating System Cisco Ios 12.2za All All

Operating System Cisco Ios 12.2\(14\)sy All All

Operating System Cisco Ios 12.2\(14\)sy1 All All

Operating System Cisco Ios 12.1\(11b\)e All All

Operating System Cisco Ios 12.1\(11b\)e12 All All

Operating System Cisco Ios 12.1\(11b\)e14 All All

Operating System Cisco Ios 12.1\(11\)e All All

Operating System Cisco Ios 12.1\(13\)e9 All All

Operating System Cisco Ios 12.1\(19\)e1 All All

Operating System Cisco Ios 12.2sy All All

Operating System Cisco Ios 12.2za All All

Operating System Cisco Ios 12.2\(14\)sy All All

Operating System Cisco Ios 12.2\(14\)sy1 All All

Hardware Cisco Mds 9000 All All All

Hardware Cisco Mds 9000 All All All

Application Cisco Okena Stormwatch 3.2 All All

Application Cisco Okena Stormwatch 3.2 All All

Application Cisco Pix Firewall 6.2.2_.111 All All

Application Cisco Pix Firewall 6.2.2_.111 All All

Operating System Cisco Pix Firewall Software 6.0 All All

Operating System Cisco Pix Firewall Software 6.0(1) All All

Operating System Cisco Pix Firewall Software 6.0(2) All All

Operating System Cisco Pix Firewall Software 6.0(3) All All

Operating System Cisco Pix Firewall Software 6.0(4) All All

Operating System Cisco Pix Firewall Software 6.0(4.101) All All

Operating System Cisco Pix Firewall Software 6.0\(1\) All All

Operating System Cisco Pix Firewall Software 6.0\(2\) All All

Operating System Cisco Pix Firewall Software 6.0\(3\) All All

Operating System Cisco Pix Firewall Software 6.0\(4.101\) All All

Operating System Cisco Pix Firewall Software 6.0\(4\) All All

Operating System Cisco Pix Firewall Software 6.1 All All

Operating System Cisco Pix Firewall Software 6.1(1) All All

Operating System Cisco Pix Firewall Software 6.1(2) All All

Operating System Cisco Pix Firewall Software 6.1(3) All All

Operating System Cisco Pix Firewall Software 6.1(4) All All
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Operating System Cisco Pix Firewall Software 6.1(4) All All

Operating System Cisco Pix Firewall Software 6.1(5) All All

Operating System Cisco Pix Firewall Software 6.1\(1\) All All

Operating System Cisco Pix Firewall Software 6.1\(2\) All All

Operating System Cisco Pix Firewall Software 6.1\(3\) All All

Operating System Cisco Pix Firewall Software 6.1\(4\) All All

Operating System Cisco Pix Firewall Software 6.1\(5\) All All

Operating System Cisco Pix Firewall Software 6.2 All All

Operating System Cisco Pix Firewall Software 6.2(1) All All

Operating System Cisco Pix Firewall Software 6.2(2) All All

Operating System Cisco Pix Firewall Software 6.2(3) All All

Operating System Cisco Pix Firewall Software 6.2(3.100) All All

Operating System Cisco Pix Firewall Software 6.2\(1\) All All

Operating System Cisco Pix Firewall Software 6.2\(2\) All All

Operating System Cisco Pix Firewall Software 6.2\(3.100\) All All

Operating System Cisco Pix Firewall Software 6.2\(3\) All All

Operating System Cisco Pix Firewall Software 6.3 All All

Operating System Cisco Pix Firewall Software 6.3(1) All All

Operating System Cisco Pix Firewall Software 6.3(2) All All

Operating System Cisco Pix Firewall Software 6.3(3.102) All All

Operating System Cisco Pix Firewall Software 6.3(3.109) All All

Operating System Cisco Pix Firewall Software 6.3\(1\) All All

Operating System Cisco Pix Firewall Software 6.3\(2\) All All

Operating System Cisco Pix Firewall Software 6.3\(3.102\) All All

Operating System Cisco Pix Firewall Software 6.3\(3.109\) All All

Operating System Cisco Pix Firewall Software 6.0 All All

Operating System Cisco Pix Firewall Software 6.0\(1\) All All

Operating System Cisco Pix Firewall Software 6.0\(2\) All All

Operating System Cisco Pix Firewall Software 6.0\(3\) All All

Operating System Cisco Pix Firewall Software 6.0\(4.101\) All All

Operating System Cisco Pix Firewall Software 6.0\(4\) All All

Operating System Cisco Pix Firewall Software 6.1 All All

Operating System Cisco Pix Firewall Software 6.1\(1\) All All

Operating System Cisco Pix Firewall Software 6.1\(2\) All All

Operating System Cisco Pix Firewall Software 6.1\(3\) All All

Operating System Cisco Pix Firewall Software 6.1\(4\) All All
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Operating System Cisco Pix Firewall Software 6.1\(5\) All All

Operating System Cisco Pix Firewall Software 6.2 All All

Operating System Cisco Pix Firewall Software 6.2\(1\) All All

Operating System Cisco Pix Firewall Software 6.2\(2\) All All

Operating System Cisco Pix Firewall Software 6.2\(3.100\) All All

Operating System Cisco Pix Firewall Software 6.2\(3\) All All

Operating System Cisco Pix Firewall Software 6.3 All All

Operating System Cisco Pix Firewall Software 6.3\(1\) All All

Operating System Cisco Pix Firewall Software 6.3\(2\) All All

Operating System Cisco Pix Firewall Software 6.3\(3.102\) All All

Operating System Cisco Pix Firewall Software 6.3\(3.109\) All All

Hardware Cisco Secure Content Accelerator 10000 All All

Hardware Cisco Secure Content Accelerator 10000 All All

Application Cisco Threat Response All All All

Application Cisco Threat Response All All All

Application Cisco Webns 6.10 All All

Application Cisco Webns 6.10_b4 All All

Application Cisco Webns 7.10 All All

Application Cisco Webns 7.10_.0.06s All All

Application Cisco Webns 7.1_0.1.02 All All

Application Cisco Webns 7.1_0.2.06 All All

Application Cisco Webns 7.2_0.0.03 All All

Application Cisco Webns 6.10 All All

Application Cisco Webns 6.10_b4 All All

Application Cisco Webns 7.10 All All

Application Cisco Webns 7.10_.0.06s All All

Application Cisco Webns 7.1_0.1.02 All All

Application Cisco Webns 7.1_0.2.06 All All

Application Cisco Webns 7.2_0.0.03 All All

Application Dell Bsafe Ssl-j 3.0 All All

Application Dell Bsafe Ssl-j 3.0.1 All All

Application Dell Bsafe Ssl-j 3.1 All All

Operating System Freebsd Freebsd 4.8 All All

Operating System Freebsd Freebsd 4.8 releng All

Operating System Freebsd Freebsd 4.9 All All
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Operating System Freebsd Freebsd 5.1 All All

Operating System Freebsd Freebsd 5.1 release All

Operating System Freebsd Freebsd 5.1 releng All

Operating System Freebsd Freebsd 5.2 All All

Operating System Freebsd Freebsd 5.2.1 release All

Operating System Freebsd Freebsd 4.8 All All

Operating System Freebsd Freebsd 4.8 releng All

Operating System Freebsd Freebsd 4.9 All All

Operating System Freebsd Freebsd 5.1 All All

Operating System Freebsd Freebsd 5.1 release All

Operating System Freebsd Freebsd 5.1 releng All

Operating System Freebsd Freebsd 5.2 All All

Operating System Freebsd Freebsd 5.2.1 release All

Hardware Hp Aaa Server All All All

Hardware Hp Aaa Server All All All

Hardware Hp Apache-based Web Server 2.0.43.00 All All

Hardware Hp Apache-based Web Server 2.0.43.04 All All

Hardware Hp Apache-based Web Server 2.0.43.00 All All

Hardware Hp Apache-based Web Server 2.0.43.04 All All

Operating System Hp Hp-ux 11.00 All All

Operating System Hp Hp-ux 11.11 All All

Operating System Hp Hp-ux 11.23 All All

Operating System Hp Hp-ux 8.05 All All

Operating System Hp Hp-ux 11.00 All All

Operating System Hp Hp-ux 11.11 All All

Operating System Hp Hp-ux 11.23 All All

Operating System Hp Hp-ux 8.05 All All

Application Hp Wbem a.01.05.08 All All

Application Hp Wbem a.02.00.00 All All

Application Hp Wbem a.02.00.01 All All

Application Hp Wbem a.01.05.08 All All

Application Hp Wbem a.02.00.00 All All

Application Hp Wbem a.02.00.01 All All

Application Lite Speed Technologies Litespeed Web Server 1.0.1 All All

Application Lite Speed Technologies Litespeed Web Server 1.0.2 All All

Application Lite Speed Technologies Litespeed Web Server 1.0.3 All All
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Application Lite Speed Technologies Litespeed Web Server 1.0.3 All All

Application Lite Speed Technologies Litespeed Web Server 1.1 All All

Application Lite Speed Technologies Litespeed Web Server 1.1.1 All All

Application Lite Speed Technologies Litespeed Web Server 1.2.1 All All

Application Lite Speed Technologies Litespeed Web Server 1.2.2 All All

Application Lite Speed Technologies Litespeed Web Server 1.2_rc1 All All

Application Lite Speed Technologies Litespeed Web Server 1.2_rc2 All All

Application Lite Speed Technologies Litespeed Web Server 1.3 All All

Application Lite Speed Technologies Litespeed Web Server 1.3.1 All All

Application Lite Speed Technologies Litespeed Web Server 1.3_rc1 All All

Application Lite Speed Technologies Litespeed Web Server 1.3_rc2 All All

Application Lite Speed Technologies Litespeed Web Server 1.3_rc3 All All

Application Lite Speed Technologies Litespeed Web Server 1.0.1 All All

Application Lite Speed Technologies Litespeed Web Server 1.0.2 All All

Application Lite Speed Technologies Litespeed Web Server 1.0.3 All All

Application Lite Speed Technologies Litespeed Web Server 1.1 All All

Application Lite Speed Technologies Litespeed Web Server 1.1.1 All All

Application Lite Speed Technologies Litespeed Web Server 1.2.1 All All

Application Lite Speed Technologies Litespeed Web Server 1.2.2 All All

Application Lite Speed Technologies Litespeed Web Server 1.2_rc1 All All

Application Lite Speed Technologies Litespeed Web Server 1.2_rc2 All All

Application Lite Speed Technologies Litespeed Web Server 1.3 All All

Application Lite Speed Technologies Litespeed Web Server 1.3.1 All All

Application Lite Speed Technologies Litespeed Web Server 1.3_rc1 All All

Application Lite Speed Technologies Litespeed Web Server 1.3_rc2 All All

Application Lite Speed Technologies Litespeed Web Server 1.3_rc3 All All

Application Neoteris Instant Virtual Extranet 3.0 All All

Application Neoteris Instant Virtual Extranet 3.1 All All

Application Neoteris Instant Virtual Extranet 3.2 All All

Application Neoteris Instant Virtual Extranet 3.3 All All

Application Neoteris Instant Virtual Extranet 3.3.1 All All

Application Neoteris Instant Virtual Extranet 3.0 All All

Application Neoteris Instant Virtual Extranet 3.1 All All

Application Neoteris Instant Virtual Extranet 3.2 All All

Application Neoteris Instant Virtual Extranet 3.3 All All

Application Neoteris Instant Virtual Extranet 3.3.1 All All
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Application Novell Edirectory 8.0 All All

Application Novell Edirectory 8.5 All All

Application Novell Edirectory 8.5.12a All All

Application Novell Edirectory 8.5.27 All All

Application Novell Edirectory 8.6.2 All All

Application Novell Edirectory 8.7 All All

Application Novell Edirectory 8.7.1 All All

Application Novell Edirectory 8.7.1 sp1 All

Application Novell Edirectory 8.0 All All

Application Novell Edirectory 8.5 All All

Application Novell Edirectory 8.5.12a All All

Application Novell Edirectory 8.5.27 All All

Application Novell Edirectory 8.6.2 All All

Application Novell Edirectory 8.7 All All

Application Novell Edirectory 8.7.1 All All

Application Novell Edirectory 8.7.1 sp1 All

Application Novell Imanager 1.5 All All

Application Novell Imanager 2.0 All All

Application Novell Imanager 1.5 All All

Application Novell Imanager 2.0 All All

Operating System Openbsd Openbsd 3.3 All All

Operating System Openbsd Openbsd 3.4 All All

Operating System Openbsd Openbsd 3.3 All All

Operating System Openbsd Openbsd 3.4 All All

Application Openssl Openssl 0.9.6c All All

Application Openssl Openssl 0.9.6d All All

Application Openssl Openssl 0.9.6e All All

Application Openssl Openssl 0.9.6f All All

Application Openssl Openssl 0.9.6g All All

Application Openssl Openssl 0.9.6h All All

Application Openssl Openssl 0.9.6i All All

Application Openssl Openssl 0.9.6j All All

Application Openssl Openssl 0.9.6k All All

Application Openssl Openssl 0.9.7 All All

Application Openssl Openssl 0.9.7 beta1 All
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Application Openssl Openssl 0.9.7 beta2 All

Application Openssl Openssl 0.9.7 beta3 All

Application Openssl Openssl 0.9.7a All All

Application Openssl Openssl 0.9.7b All All

Application Openssl Openssl 0.9.7c All All

Application Openssl Openssl 0.9.6c All All

Application Openssl Openssl 0.9.6d All All

Application Openssl Openssl 0.9.6e All All

Application Openssl Openssl 0.9.6f All All

Application Openssl Openssl 0.9.6g All All

Application Openssl Openssl 0.9.6h All All

Application Openssl Openssl 0.9.6i All All

Application Openssl Openssl 0.9.6j All All

Application Openssl Openssl 0.9.6k All All

Application Openssl Openssl 0.9.7 All All

Application Openssl Openssl 0.9.7 beta1 All

Application Openssl Openssl 0.9.7 beta2 All

Application Openssl Openssl 0.9.7 beta3 All

Application Openssl Openssl 0.9.7a All All

Application Openssl Openssl 0.9.7b All All

Application Openssl Openssl 0.9.7c All All

Operating System Redhat Enterprise Linux 3.0 All advanced_server

Operating System Redhat Enterprise Linux 3.0 All enterprise_server

Operating System Redhat Enterprise Linux 3.0 All workstation_server

Operating System Redhat Enterprise Linux 3.0 All advanced_server

Operating System Redhat Enterprise Linux 3.0 All enterprise_server

Operating System Redhat Enterprise Linux 3.0 All workstation_server

Operating System Redhat Enterprise Linux Desktop 3.0 All All

Operating System Redhat Enterprise Linux Desktop 3.0 All All

Operating System Redhat Linux 7.2 All All

Operating System Redhat Linux 7.3 All All

Operating System Redhat Linux 8.0 All All

Operating System Redhat Linux 7.2 All All

Operating System Redhat Linux 7.3 All All

Operating System Redhat Linux 8.0 All All

Application Redhat Openssl 0.9.6-15 All i386
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Application Redhat Openssl 0.9.6-15 All i386

Application Redhat Openssl 0.9.6b-3 All i386

Application Redhat Openssl 0.9.7a-2 All i386

Application Redhat Openssl 0.9.7a-2 All i386_dev

Application Redhat Openssl 0.9.7a-2 All i386_perl

Application Redhat Openssl 0.9.6-15 All i386

Application Redhat Openssl 0.9.6b-3 All i386

Application Redhat Openssl 0.9.7a-2 All i386

Application Redhat Openssl 0.9.7a-2 All i386_dev

Application Redhat Openssl 0.9.7a-2 All i386_perl

Application Rsa Bsafe Ssl-j Sdk 3.0 All All

Application Rsa Bsafe Ssl-j Sdk 3.0.1 All All

Application Rsa Bsafe Ssl-j Sdk 3.1 All All

Application Rsa Bsafe Ssl-j Sdk 3.0 All All

Application Rsa Bsafe Ssl-j Sdk 3.0.1 All All

Application Rsa Bsafe Ssl-j Sdk 3.1 All All

Operating System Sco Openserver 5.0.6 All All

Operating System Sco Openserver 5.0.7 All All

Operating System Sco Openserver 5.0.6 All All

Operating System Sco Openserver 5.0.7 All All

Hardware Securecomputing Sidewinder 5.2 All All

Hardware Securecomputing Sidewinder 5.2.0.01 All All

Hardware Securecomputing Sidewinder 5.2.0.02 All All

Hardware Securecomputing Sidewinder 5.2.0.03 All All

Hardware Securecomputing Sidewinder 5.2.0.04 All All

Hardware Securecomputing Sidewinder 5.2.1 All All

Hardware Securecomputing Sidewinder 5.2.1.02 All All

Hardware Securecomputing Sidewinder 5.2 All All

Hardware Securecomputing Sidewinder 5.2.0.01 All All

Hardware Securecomputing Sidewinder 5.2.0.02 All All

Hardware Securecomputing Sidewinder 5.2.0.03 All All

Hardware Securecomputing Sidewinder 5.2.0.04 All All

Hardware Securecomputing Sidewinder 5.2.1 All All

Hardware Securecomputing Sidewinder 5.2.1.02 All All

Application Sgi Propack 2.3 All All

Application Sgi Propack 2.4 All All

http://cve.report/vendor/redhat
http://cve.report/software/redhat/openssl
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openssl
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openssl
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openssl
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openssl
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openssl
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openssl
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openssl
http://cve.report/vendor/redhat
http://cve.report/software/redhat/openssl
http://cve.report/vendor/rsa
http://cve.report/software/rsa/bsafe_ssl-j_sdk
http://cve.report/vendor/rsa
http://cve.report/software/rsa/bsafe_ssl-j_sdk
http://cve.report/vendor/rsa
http://cve.report/software/rsa/bsafe_ssl-j_sdk
http://cve.report/vendor/rsa
http://cve.report/software/rsa/bsafe_ssl-j_sdk
http://cve.report/vendor/rsa
http://cve.report/software/rsa/bsafe_ssl-j_sdk
http://cve.report/vendor/rsa
http://cve.report/software/rsa/bsafe_ssl-j_sdk
http://cve.report/vendor/sco
http://cve.report/software/sco/openserver
http://cve.report/vendor/sco
http://cve.report/software/sco/openserver
http://cve.report/vendor/sco
http://cve.report/software/sco/openserver
http://cve.report/vendor/sco
http://cve.report/software/sco/openserver
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/securecomputing
http://cve.report/software/securecomputing/sidewinder
http://cve.report/vendor/sgi
http://cve.report/software/sgi/propack
http://cve.report/vendor/sgi
http://cve.report/software/sgi/propack


Application Sgi Propack 3.0 All All

Application Sgi Propack 2.3 All All

Application Sgi Propack 2.4 All All

Application Sgi Propack 3.0 All All

Application Stonesoft Servercluster 2.5 All All

Application Stonesoft Servercluster 2.5.2 All All

Application Stonesoft Servercluster 2.5 All All

Application Stonesoft Servercluster 2.5.2 All All

Application Stonesoft Stonebeat Fullcluster 1_2.0 All All

Application Stonesoft Stonebeat Fullcluster 1_3.0 All All

Application Stonesoft Stonebeat Fullcluster 2.0 All All

Application Stonesoft Stonebeat Fullcluster 2.5 All All

Application Stonesoft Stonebeat Fullcluster 3.0 All All

Application Stonesoft Stonebeat Fullcluster 1_2.0 All All

Application Stonesoft Stonebeat Fullcluster 1_3.0 All All

Application Stonesoft Stonebeat Fullcluster 2.0 All All

Application Stonesoft Stonebeat Fullcluster 2.5 All All

Application Stonesoft Stonebeat Fullcluster 3.0 All All

Application Stonesoft Stonebeat Securitycluster 2.0 All All

Application Stonesoft Stonebeat Securitycluster 2.5 All All

Application Stonesoft Stonebeat Securitycluster 2.0 All All

Application Stonesoft Stonebeat Securitycluster 2.5 All All

Application Stonesoft Stonebeat Webcluster 2.0 All All

Application Stonesoft Stonebeat Webcluster 2.5 All All

Application Stonesoft Stonebeat Webcluster 2.0 All All

Application Stonesoft Stonebeat Webcluster 2.5 All All

Application Stonesoft Stonegate 1.5.17 All All

Application Stonesoft Stonegate 1.5.18 All All

Application Stonesoft Stonegate 1.6.2 All All

Application Stonesoft Stonegate 1.6.3 All All

Application Stonesoft Stonegate 1.7 All All

Application Stonesoft Stonegate 1.7.1 All All

Application Stonesoft Stonegate 1.7.2 All All

Application Stonesoft Stonegate 2.0.1 All All

Application Stonesoft Stonegate 2.0.4 All All
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Application Stonesoft Stonegate 2.0.5 All All

Application Stonesoft Stonegate 2.0.6 All All

Application Stonesoft Stonegate 2.0.7 All All

Application Stonesoft Stonegate 2.0.8 All All

Application Stonesoft Stonegate 2.0.9 All All

Application Stonesoft Stonegate 2.1 All All

Application Stonesoft Stonegate 2.2 All All

Application Stonesoft Stonegate 2.2.1 All All

Application Stonesoft Stonegate 2.2.4 All All

Application Stonesoft Stonegate 1.5.17 All All

Application Stonesoft Stonegate 1.5.18 All All

Application Stonesoft Stonegate 1.6.2 All All

Application Stonesoft Stonegate 1.6.3 All All

Application Stonesoft Stonegate 1.7 All All

Application Stonesoft Stonegate 1.7.1 All All

Application Stonesoft Stonegate 1.7.2 All All

Application Stonesoft Stonegate 2.0.1 All All

Application Stonesoft Stonegate 2.0.4 All All

Application Stonesoft Stonegate 2.0.5 All All

Application Stonesoft Stonegate 2.0.6 All All

Application Stonesoft Stonegate 2.0.7 All All

Application Stonesoft Stonegate 2.0.8 All All

Application Stonesoft Stonegate 2.0.9 All All

Application Stonesoft Stonegate 2.1 All All

Application Stonesoft Stonegate 2.2 All All

Application Stonesoft Stonegate 2.2.1 All All

Application Stonesoft Stonegate 2.2.4 All All

Hardware Sun Crypto Accelerator 4000 1.0 All All

Hardware Sun Crypto Accelerator 4000 1.0 All All

Hardware Symantec Clientless Vpn Gateway 4400 5.0 All All

Hardware Symantec Clientless Vpn Gateway 4400 5.0 All All

Application Tarantella Tarantella Enterprise 3.20 All All

Application Tarantella Tarantella Enterprise 3.30 All All

Application Tarantella Tarantella Enterprise 3.40 All All

Application Tarantella Tarantella Enterprise 3.20 All All

Application Tarantella Tarantella Enterprise 3.30 All All
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Application Tarantella Tarantella Enterprise 3.30 All All

Application Tarantella Tarantella Enterprise 3.40 All All

Application Vmware Gsx Server 2.0 All All

Application Vmware Gsx Server 2.0.1_build_2129 All All

Application Vmware Gsx Server 2.5.1 All All

Application Vmware Gsx Server 2.5.1_build_5336 All All

Application Vmware Gsx Server 3.0_build_7592 All All

Application Vmware Gsx Server 2.0 All All

Application Vmware Gsx Server 2.0.1_build_2129 All All

Application Vmware Gsx Server 2.5.1 All All

Application Vmware Gsx Server 2.5.1_build_5336 All All

Application Vmware Gsx Server 3.0_build_7592 All All
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US-CERT Technical Cyber Security Alert TA04-078A -- Multiple Vulnerabilities in OpenSSL CERT www.us-cert.gov
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The Slackware Linux Project: Slackware Security Advisories SLACKWARE www.slackware.org

Home - Conectiva CONECTIVA distro.conectiva.com.br

Mandriva Security Advisories MANDRAKE www.mandriva.com

SCOSA-2004.10 SCO ftp.sco.com

OpenSSL Denial of Service Vulnerabilities BID www.securityfocus.com
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CVE Program record CVE.ORG www.cve.org

NVD vulnerability detail NVD nvd.nist.gov

Vendor Comments And Credit

Organization Published Contributor Statement

Red Hat 2007-03-14 Mark J Cox Red Hat Enterprise Linux 5 is not vulnerable to this issue as it contains a backported patch.

There are currently no legacy QID mappings associated with this CVE.
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